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1. OBIIIASI XAPAKTEPUCTUKA MPUMEPHOM PABOYEN ITIPOT' PAMMABI
MMPO®ECCHUOHAJIBHOI'O MO YJIA
«IIM.02 Opranu3anus ceTeBoro aIMMHUCTPUPOBAHUSA ONEPALMOHHBIX CHCTEM)

1.1. Heab ¥ niIaHupyeMble pPe3yJbTAThl 0CBOEHUS MPO(ECCHOHATIBLHOT0 MOYJIsI
B pesynbraTte nzyueHus npodeccuoHalIbHOTO MOAYJIS 00YYarOIUXCs T0JKEH OCBOUTH OCHOBHOM
BUJl JeATeabHOCTH OpraHuzainus CETeBOro aJIMHHUCTPUPOBAHUS OIEPAI[MOHHBIX CUCTEM U
COOTBETCTBYIOIIIKE €My 00IIMe KOMIETeHIINHU, U TPOo(ecCOHAbHbIE KOMIIETEHIUU:

1.1.1. TlepeueHb 0OLIMX KOMIIETEHIUI

Kon HaumeHoBaHue 001X KOMIIETEHLIMHA

OK 01 | BriGupats criocoObl pemeHus 3a1a4 npopecCuOHaIbHOM e TebHOCTH
IPUMEHUTEIBHO K Pa3JIMYHbIM KOHTEKCTAM

OK 02 [ Mcnonb3oBaTh COBpEMEHHBIE CPEACTBA [TOMCKA, AHATIU3a U UHTEPIPETALUU
uHbopManuu, 1 UHPOPMALIMOHHBIE TEXHOJIOTUH JUIs BBIIOJIHEHUS 3a/1a4
poecCHOHATBHOM IeATEIIBHOCTH

OK 03 | [ImanupoBath U peam30BbIBaTh COOCTBEHHOE MPO(PECCHOHATBHOE U JIMYHOCTHOE
pa3BHUTHE, IPEANPUHIMATEIBCKYIO IEATEIBHOCTD B PO ecCHOHATBHOM chepe,
HCII0JIb30BaTh 3HAHUS 110 TPaBOBOM U (PMHAHCOBOM IPaMOTHOCTH B Pa3IMUHBIX
’KM3HEHHBIX CUTYaIHSX.

OK 04 | DddexTuBHO B3aMMOACHCTBOBATH M pa0OTATh B KOJUICKTUBE M KOMaHJIC

OK 05 | OcymiecTBiasATh YCTHYIO M IMCBMEHHYIO0 KOMMYHHKAIIMIO HA TOCYAAPCTBEHHOM S3BIKE
Poccuiickoit @enepanuu ¢ yueTroM 0COOEHHOCTENW COLMAIBHOTO U KYJIbTYPHOIO
KOHTEKCTa

OK 06 HpOHBHHTL TPaXXKJAAHCKO-TIATPUOTUYCCKYIO MTO3UIIUI0, JIEMOHCTPUPOBATE OCO3HAHHOC
MMOBCACHNE HA OCHOBC TPpaAULIUOHHBIX pOCCHfICKI/IX AYXOBHO-HPAaBCTBCHHBIX
HCHHOCTeﬁ, B TOM YHUCJIC C YUCTOM I'apMOHHU3AlUN MCKHATNOHAJIBHBIX U
MCKPCIIUTUO3HBIX OTHOHIGHI/If/'I, MNPUMCHATH CTAHAAPTBI aHTUKOPPYIIITUOHHOT'O
ITOBCACHUA

OK 07 | ConeiicTBOBaTh COXpaHEHHIO OKPYXKAOLIEH CpeJibl, pecypcocOepekeHuIo,
IMIPUMCHATH 3HAHUSA 00 U3MEHEHHNH KJIMMarta, MPpuHIUIIBI 6€p€)KJ'H/IBOFO
MPOU3BO/ICTBA, 3P (HEKTUBHO ACHCTBOBATH B UPE3BBIYAMHBIX CUTYaLUAX

OK 08 | Mcnonb3oBarh cpeicTBa (U3NYECKOM KyJIbTYpbl JJIsl COXPAHEHUS U YKpEIUICHUs
3I0pOBbsl B Iporecce MNpo(ecCHOHAIBHOW JIEeATENIbHOCTH U MO KaHUs
He00X0IUMOr0 YpOBHS (PU3HMUECKOM MOArOTOBIEHHOCTH

OK 09 | ITonb3oBaThCs mpodeccuoHaNbHON JOKYMEHTAIMEeW Ha TOCY1TapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX

1.1.2. [lepeyensb nmpoeccuOHATbHBIX KOMIETEHIHHA



Kon HaumeHnoBaHue BUIOB I€ATEIHLHOCTH U MPOGECCHOHATHHBIX KOMITETEHITUI

BJA1 Opranu3anus ceTeBoro aIMMHUCTPHPOBAHMS ONIEPALMOHHBIX CHCTEM

[K 2.1 Ilpunumams mepvl no ycmpanenuro co0e6 6 ONePayuoOHHbIX CUCHEMAX

1K 2.2 AIMUHHCTPUPOBATh CETEBBIE PECYPCHI B ONIEPALMOHHBIX CUCTEMAX

IIK 2.3 OcymiecTBiATh COOP NaHHBIX JJIS aHATU3a UCTIOJIB30BaHMS M (PYHKIIMOHUPOBAHUS
MIPOrpaMMHO-TEXHUUYECKUX CPEACTB KOMIBIOTEPHBIX CETEH

IIK 2.4 Ocy1iecTBIIATh MPOBEICHUE OOHOBJICHHSI IIPOTPAMMHOT0 00CCTICUCHHS
OTIEPAITMOHHBIX CUCTEM M MPHUKJIAJHOTO MPOTPAMMHOI0 00eCIICUCHHUS

I1IK 2.5 OcCy11ecTBIIATH BBISIBJIEHUE U YCTPAHEHUE UHLIUJEHTOB B IIPOLIECCE

(YHKIIMOHUPOBAHUS ONEPAITIOHHBIX CUCTEM

1.1.3. B pe3ynbpTaTe 0OCBOSHHsI MPOPECCHOHAIBHOTIO MOYJIsl 00YUaOLIUICS TOKEH:

Bnanerr HaBbiKaMu - BOCCTaHOBJICHHMS  MapamMeTpoB NpPU  MOMOIIM  CEPBEPOB

apXMBUPOBAHMS U CPEICTB YMPABICHUS CHEHUATN3UPOBAHHBIX
OIIEpPAIMOHHBIX CUCTEM CETEBOT0 00OPY10BAaHUS;

- 3alyCKa, MOHHUTOPMHIAa M KOHTPOJISI MPOUEAYpPbl YCTaHOBKH
MPUKIAJHOTO  IPOrpaMMHOro  oOecrnedyeHuss Ha  KOHEYHBIX
yCTPOMCTBAX MOJIB30BATENEH U/UIIH CEPBEPHOM 000PYI0BAHUY;

- BBIIIOJIHEHUS  PE3EPBHOIO  KOIHUPOBAHUSA  MPOTPAMMHOIO
oOecrieyeHrsT TEXHHUYECKHX CpPEICTB, IOMAJalouMX B 00JIaCTh
MOTEHLIMAJIBLHOTO JOMEHA BOZHUKHOBEHUS c004;

- BBINOJHEHHS  OOHOBJEHHS  MPOTPAMMHOTO  OOecreueHUs
TEXHUUYECKUX CPEACTB COIJIACHO MHCTPYKLIUU;

- COTMOCTaBJICHHE aBapUITHON MH(OPMALIUU OT Pa3IMYHBIX
yCTPOHCTB HH()OPMAITIOHHO-KOMMYHHUKAIIHOHHON CUCTEMBI;
JIOKaJIu3alMsl OTKa30B B CETEBBIX YCTPOMCTBAX M OINEpPALMOHHBIX
CUCTEMAX;

- BBISIBJICHHSI U OTIpezieNieHus: COOEB M OTKA30B CETEBBIX YCTPOMCTB, U
OTIEPAI[MOHHBIX CHUCTEM;

- YCTpaHEHUSs MOCIEACTBUN cOOEB U OTKA30B CETEBBIX YCTPOUCTB U
OIEpAIMOHHBIX CUCTEM

YMmern

- UACHTU(UIMPOBATh U OLIEHUBATb  CTENEHb  KPUTHUYHOCTH
WHIUJCHTOB, BO3HUKAIOIIUX TIpH  YCTAaHOBKE U  pabore
IPOTrPaMMHOT0 00ecTIeYeHNs1, U IPUHUMATD pEIlIeHHE 110 H3MEHEHHIO
POLEAYPhl YCTAHOBKH;

- HCII0JIb30BATh COBPEMEHHBIE METO/IbI KOHTPOJIS
IIPOU3BOIUTENILHOCTH MH(}OPMALMOHHO-KOMMYHHKAITTOHHOM
CHUCTEM;

- JIOKaJIM30BaTh OTKAa3 U MHUIIMUPOBATh KOPPEKTUPYIOIINE IEHCTBUS;
- paboTath ¢ cepBepaMu apXUBUPOBAHUS U CPEACTBAMH YIIPABICHUS
OTIEpPAI[UOHHBIX CUCTEM;

- TIOJIb30BAaTbCsl HOPMATHUBHO-TEXHUYECKON JOKyMEHTAlMEW B
o0nacTu HH()OKOMMYHHUKAIIMOHHBIX TEXHOJIOTUH;

- HCNOJb30BaTh PA3JIMYHBIE CPEJICTBA M PEKHUMBI YCTAaHOBKU U
OOHOBJIEHHMSI ~TIporpaMMHOro  oOecnedeHus HHPOPMAIMOHHO-
KOMMYHHMKAIIMOHHOM CHUCTEMBI, B TOM YHUCJIE aBTOMaTHUYECKHUE;

- BBINOJHATH  IUIAHOBOE  ApXUBUPOBAHHWE  MPOTPaAaMMHOIO
o0ecreyeHts MoJIb30BaTEIbCKUX YCTPOICTB COINacHO rpaduKy

3HaTh

- NPUHLMIBI (PYHKIMOHUPOBAHUS alllapaTHBIX, MPOTPaAaMMHBIX U
IIPOrpaMMHO-ANIMAPATHBIX CPEACTB aAMUHUCTPUPYEMOH CETH;




- apXHUTEKTYphl allapaTHBIX, IMPOTPAMMHBIX M MPOTPAMMHO-
anmapaTtHbIX  CPEJICTB  aJMUHHUCTPUPYEeMOl  MH(pOpPMAIMOHHO-
KOMMYHHKAITUOHHON CHCTEMBI,

- TUIEH3UOHHbIE TPEOOBAHUS 110 HACTPOHKE YCTAHABINBAEMOTO
MIPOrPaMMHOI'0 00ECTICUCHHS;

- TUMOBbIE NPUYUHBI MHLUJCHTOB, BO3ZHHUKAIOUIMX IPH YCTAaHOBKE
MPOrPaMMHOTO O0OECTICUEHUSI;

- TUIOBBIE MPOLEAYPHl U CTAaHAAPTHI OOHOBIIEHUS MPOTPAMMHOTO
o0ecrnieueHns TEXHUUECKUX CPECTB;

- JIMUEH3UOHHBbIE TpeOOBaHMS 1O HACTPOilKE OOHOBIIEMOTO
MPOrPaMMHOTO O0ECTICUeHUS;

- peraaMeHThl IPOBeAeHHS MPOPIIAKTUUECKUX padoT Ha

aIMUHUCTPUPYEMOU MH(POPMALMOHHO-KOMMYHHUKAIIMOHHOM
CUCTEME;
- TpeOOBaHUs OXpaHbl TpyAa IpU paboTe C CETEBOW ammapaTrypoi
aIMUHUCTPUPYEMOU MH(GOPMaLIMOHHO-KOMMYHHKALIMOHHOM
CHUCTEMBI

1.3. PexomeHayemMoe  KOJHYECTBO YacOB HAa  OCBOGHHE  IPOrpaMMbI
npo¢eccuOHAIBLHOI0 MOTYJISA:

Bcero — 456 gaca, B TOM 4HCIIE:

MaKCUMaJIbHOU y4eOHOM Harpy3ku oOydaromierocs — 276 yaca, BKIIOYas:

00s13aTeNbHON ayIUTOPHOM yueOHOM Harpy3ku oOydaromierocs — 20 4acos;

CaMOCTOATENbHON paboThl 00yuaroterocs: — 248 4acos;

MIPOMEXYTOYHAs aTTeCTalus — 8 4acoB;

yueOHol nmpakTtuku — 108 yacos;

MIPOM3BOJICTBEHHON MPAKTUKU —72 YacoB.



2. CTPYKTYPA U COAEP KAHUE ITPOPECCHUHOHAJIBHOI'O MOAYJIA
2.1. CrpykTypa npoecCHOHAIBLHOT0 MOXYJISI

O6wem npoheccHoHaTFHOTO MOIYJIS, aK. Jac.

O6yuenne mo MJIK [TpakTuku
Konpt B ToM uncine
mpogeccuora HauMeHOBaHUS pa3/ienoB Beer = .| 5 | & 5 §
JBHBIX U o, KE| G 4 & = =
PO ECCHOHATHHOTO MOIYJIS 22| =44 & g 3 w )
o0mumx Jac. =l 2871 =49 8| 25 E 2
KOMITETEHIIUM g S B E b5 % 8 ;* g 15 2
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K 2.1-2.5 | MJIK 02.01. AnMUHUCTpUPOBaHHUE 2
OK 01-09 CETEBBIX OIEPALMOHHBIX CUCTEM 90 2 - 84 2
MJIK 02.02. ITporpammuoe 5 90 2 2 ) 84 5
obecreueHre KOMITBIOTEPHBIX ceTei
MJIK 02.03. Opranuzanus 4
aJMHUHHUCTPUPOBAHNS KOMIIBIOTEPHBIX 96 4 4 80 4
CHUCTEM
Y4eOHas IpaKkTHUKa, 9acoOB 108 108
[TpousBoacTBEHHAS MPaKTUKA (IO 79 79
MPOMUITIO CTIEMATBHOCTH), YaCOB
Bcero: 456 8 8 4 | 248 | 12 | 108 | 72




2.2. Conep:xxanue o0yuenus no npodgeccuonaiabuomy moaysao [IM.02 OPTAHU3SAIIUA CETEBOI'O AIMUHUCTPUPOBAHMU S

HaumeHoBaHMe pa3aesioB
U TeM
npogeccuoHAJIBLHOI0
moayas (ITM),
MEKTUCHUITIMHAPHBIX
kypcoB (M/IK)

Conep:xanue yueOHOr0 MaTepuaJa,
JadopaTopHble padoThI M MPAKTHYECKHE 3AHATHS, CAMOCTOATEIbHAS yueOHasi padoTa
o0yualonuxcs, KypcoBasi padora (IpoeKT) (eciu npedycmMompensi)

0O0néM
B yacax

Koanl
KOMIIeTEeHIIHIA,
(¢opmupoBanu

10 KOTOPBIX
Crnoco0cTByeT
3J1eMEHT
NPOrpaMMbl

1

2

w

azgea 1. MJIK.02.01. ATMMHHCTPMPOBaHME CETEBBIX ONEPALIMOHHBIX CUCTEM

Tema 1.1 YcTanoBka u
HacTpoiika Windows
Server 2012 R2

Cooepircanue

1

Jleknus. PazgepToiBanue u ynpapiaenue WindowsServer 2012 R2

O630pWindowsServer 2012R2. VYcranoskaWindowsServer 2012R2. Hacrpoiika WindowsServer
2012R2 mocne ycranoBku. O030p 3amad mo ynpaenennro WindowsServer 2012R2. Beenenue B
WindowsPowerShell

CamocTrosiTesibHas1 paGoTa o0yualonierocsi. Beenenue B jomennsie cepBuckl Ciyx0b1 Karanora
Beenenue B AD DS. O030p ¢yHKIHMI KOHTpOsIepa ToMeHa. Y cTaHOBKa KOHTPOJUIEpa JOMEHa

CaMmocTrosiTeJibHAasi padoTa o0yyaromerocsi. YrnpanieHHe 0ObeKTaMU JOMEHHBIX Clyxk0O CiyxObl
Karainora

VYipaBieHUe y4ETHBIMU 3alMCSIMU I10JIB30BATENICH. YIIPABIEHUE IPYIIIaMHU. Y IIPABICHUE YYETHBIMU
3aMHACIMHU KOMIBIOTEPOB. JleernpoBanye aIMHMHUCTPAaTUBHBIX 3a/1a4

CamocTrosiTelbHasi padoTa o0yuaromerocsi. ABTOMAaTH3aIUs aIMHUHHCTPHUPOBAHHUSA JTOMEHHBIX
ciyx0 Cnyx0b1 Karanmora

Hcnonp3oBanue CpeiCcTB KOMAHIHOW CTPOKH s angmuHucTpupoBanus AD DS. Hcmonp3oBanue
WindowsPowerShell nns aqgmunnctpupoBanus AD DS. [IpousBeneHre MHOXKECTBEHHBIX OIEPAIUi C
ucrons3oBanueM WindowsPowerShell.

CamocTrosTenbHasi padoTta odyuarouierocs. [Ipumenenne nporoxosa DHCP
VYcranoska poxun DHCP cepsep. Hactpoiika DHCP o6nacteii. Ynpasnenue 6azoii qanasix DHCP.
3amura u Mmoautopunr DHCP

CamocrosiTeibHas padora o0yuaromerocsi. [Ipumeneane DNS
[porecc paspemenust umeH B Windows. YcranoBka cepeepa DNS. Ypasnenue 3onamu DNS

CamocrosiTeqbHast paboTa odyqaromerocsi. [I[puMeHeHe TOKaIbHOIO XpaHMINIA JaHHBIX
O0630p METOOB XpaHEHHS JAaHHBIX. YTpaBieHHE JUCKaMU U TOMaMH. Mcronb30BaHue IPOCTPAHCTB
XPaHECHMS

K 2.1-2.5
OK 01-09




CamocTtosiTeqibHasi paboTa o0yuaromerocsi. [Ipumenenne ¢aiiioBoii cy:k0bl U CJAYKObI IeYaTH
3ammTa (aiioB M MaroK. 3amnTa marnok CpeacTBaMu TeHeBOTo KonmupoBaHus. HacTpoiika Pabodnx
nanok. Hactpoiika cereBoil neyaTu

CamocrosiTeqibHasi pa6oTa odyuaromerocs. [IpuMmeHeHe rpynnoBoi MOJIUTUKA
0O630p rpynmoBoii momutuku. OOpaboTKa TPYNIIOBEIX MOMUTHK. [IprMeHeHne 1eHTpaIn30BaHHOTO
XpaHWIHIIA AIMUHUCTPATUBHBIX 11A0JIOHOB

10

CamocTtosiTenbHasi padota oOy4yarmerocs. 3amura cepBepoB Windows mnpunMeHeHHeM
00bEKTOB I'PyNNoOBOii MOJUTHKH

O0630p Oe3omacHOCTH oOIepaloHHBIX cucteM Windows. Hacrtpoiika mapameTrpoB 0e301MacHOCTH.
Orpannuenue npukiaaaoro [10. Hactpotika Opanamayspa Windows ¢ paciimpeHHOH 0€3011acHOCThIO

11

CamocTrosiTesibHas1 padoTa odyuaronierocs. [Ipumenenue cepsepHoii BupTyanuzanun ¢ Hyper-V
00630p TexHONOTHIA BUpTyanu3anun. [ lpumeneaneHyper-V. Ynpasnenne XpaHWIHIEM BUPTYaTbHBIX
MallluH. YTpaBieHHe BUPTYaJIbHbIMU CETIMHI

K 2.1-2.5
OK 01-09

Tema 1.2
AMMHHCTPHPOBaHHE
WindowsServer 2012 R2

Cooeporcanue

1

Jlexknusi. Hactpoiika u ycrpaneHue HenoJaaok ciry:x0b1 DNS
Hactpoiika cepBepnoii ponu DNS. Hactpoiika 301 DNS. Hactpoiika nepegauu 3ou61 DNS.
Yupasnenue cayx60ii DNS u ycTpaHeHne Hemoiagok

CamocTrosTenbHasi padoTa odyuaromerocs. [lonaepxka momeHHbIx ciry:x0 Ciryx0b1 Karanora
O630p AD DS. Hcnonb3oBaHue BHPTYalHU3UPOBAHHBIX KOHTPOJUIEPOB JoMeHa. [IpumeHeHue
KOHTPOJIJIEPOB JIOMEHa ¢ JA0CTynmoMm Toibko Ha uteHne (RODC). AanmuuuctpupoBanune AD DS.
Ynupasnenue 6a30it nanHpix AD DS

CamMmocTrosiTesibHasi padoTa o0yuarouierocsi. YnpasjieHHE HOIb30BAaTEIbCKUMU U CITY>KEOHBIMU
YYETHBIMHU 3aITUCSIMHU

Hacrpoiika [Tonmutrku naponeii u [Tonntrku 610KHPOBKY y4deTHOU 3anucu. HacTtpoiika
Ynpasnsgemoii ciyxeOHON y4eTHOH 3amrcu

CamMmocTrosiTesibHas1 padoTa o0yuarouerocsi. Buenpenue nappacTpykrypsl [ pynmnoBbIX MOJTUTHK
O630p I'pynmoBoii monutuku. BHenpenne u anmuaucTpupoBanue ['pynmoBbix monutuk. OOnacTb
JNEUCTBUSL M TMOPSIOK OOpaboTKM ['pynmoBBIX MOJMMTHK. YCTpaHEHHE HEMONAJA0K HPUMEHEHHS
['pynnoBeIX NOJIUTHK

CamocTtosiTelbHasi padoTa oOyuyarouierocs. YTpaBICHHE IIOJIB30BATEIbCKUM pPabodYnM CTOJIOM
yepes I 'pynnoByro MNOJIUTHKY

[Ipumenenne  AnMUHHCTpaTHBHBIX  MmabjaoHOB. HacrTpoiika mpuMeHeHHST  CKPUNTOB U
nepeHamnpasieHuss manok. Hacrtpoiika npeanoutennit B ['pynmnoBod MOJIMTHKE. YIpaBieHHUE
MporpaMMHBIM o0ecrieueHueM yepe3 [ pynmoByro moIuTuky

CamocTosiTeJibHAsi padoTa 00yuaromerocsi. Y CTaHOBKa, HACTPOIKa U YCTpaHEHUE HETIONIaI0K POITH
Cepaep CeTeBol NOJUTUKH.

K 2.1-2.5
OK 01-09




VYcranoBka u Hactpoiika ponu Cepep CereBoii moiauTHKdA. HacTpoiika KIHMEHTOB W CEPBEPOB
RADIUS. MeTos! mpoBepky MOATUHHOCTH cepepa CeTeBoil MOTUTHKH. MOHUTOPHHT U YCTpaHEHHE
Henonaiok poau Cepep CeTeBOM MOAUTHKU

CamocTtosiTeqbHast paboTa odyuaromerocsi. [IppMenenne 3a1MTHI J0CTYNA K CETH

O630p 3ammtel moctyna K cetd (NAP). O030p mpomecca mpuMeHEHHS 3aIUThl AOCTYIA K CETH.
Hactpoiika NAP. Hactpoiika npumenenuss NAP uepe3 npunyaurensusie [PSec B3anMoneicTBus.
MOHMTOPUHT U ycTpaHeHue Henonagok NAP

CamocTrosiTeqibHasi paGoTa odyualouierocsi. Vicons3oBanne yI1ajJeHHOTO TOCTyTIa

O0630p TEXHOJIOTHH YAAJIEHHOTO JocTyna. Baenpenne texaonorun DireCtACCESS ¢ moMoIIpIo MacTepa
HavyaJbHOW HAcTpoiiku. BHeapeHue u ynparieHue pacuimpeHHoi uHppacTpykTypoi DirectAccess.
Buenpenue VPN. Buenpenue WebApplicationProxy

CamocrosTenbHas pabora o0yuarwmerocsi. Onrumusanus ¢GaiijioBbIX CepBHCOB

0O0630p aucrieTyepa pecypcoB (paiinosoro cepsepa — FSRM. Mcnons3oBanne FSRM it ynpasinenus
KBOTaMu, q)aﬁHOBLIM OKpaHHUPOBAaHHUEM U OTUCTAMM I10 HCIIOJIB30BAHHUIO XpaHWJIMIIA. HpI/IMCHCHHe
Knaccuduranuu GailioB W 3amav mo ynpasieHuro ¢aittamu. O030p pacnpeneneHHo# (aiioBoi
cucteMbl DFS. Hactpoiika nMeHoBanHoro npoctpanctBa DFS. Hactpoiika u ycTpaHeHue HemojaaaoKk
permukanuu DFS

10

IpakTnyeckoe 3ansitue. Hacrpoiika mudpoBanus u paclimpeHHOro ayinTa
udposanue nuckos ¢ ucnonszoBanueM BitLocker. IIudposanue daitnos ¢ ucnonszoBanuem EFS.
Hactpoiika pacluupeHHOro ayaura.

11

CamocrosiTesibHasi pa6oTa o0y4aromerocsi. PazsepTeiBanie 1 MOJICPIKKa CEPBEPHBIX 00pa3oB
0030p ciyx0bl pazBepThiBanus Windows. Ynpasienue oOpa3amu. [IpumeHeHre pa3BepThIBAaHUS C
MOMOIIIBIO  CIYKObI pasBepThiBanus Windows. AIMHHUCTPUPOBAaHHE CIYXKObl pa3BEPTHIBAHHS
Windows.

12

CamocTrosiTenbHasi paboTa odyuaromerocsi. Bueapenue ynpasieHus: 0OHOBICHUAMU
0630p WSUS. Pa3seprriBanue 06HOBIeHHH nocpeacTBoM WSUS

13

CamMmocrosiTesibHast padoTa o0yuaroumerocsi. Monuropunar WindowsServer 2012
Cpencrea morntopuHra. Mcnonp3zoBanne MoHHTOpaA TPOU3BOIUTENIEHOCTH. MOHUTOPHHT JKYPHAJIOB
COOBITHH.

14

CamocTtosiTesibHast paGoTa 00y4aromerocsi.
YcranoBka u noaroroeka WindowsServer 2012
[1nmaanpoBanue u pazsepteiBanue AD

Hactpotiika u ycrpaHeHne Heronaaaok ciy)0st DNS

15

CamocrosiTesbHas padora o0y4aroumerocs. [Tonnepxka ADDS

16

CamocTosiTeibHAs padoTa 00yuarouerocsi. Y mpaBJcHHE MOIH30BATEIHCKUMHU U CITYKEOHBIMU
YYETHBIMU 3aIMTUCSIMHU

17

CamocTrosiTesibHasi paGoTa ody4arouierocsi. Buenpenne nappacTpyKTypsl. ' pynmoBbIX MOJUTHK
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18 | CamocTosiTe/IbHAAA padoTa 00y4arolierocsi. YIpaBjicHHE IOJIb30BATECIBCKUM Pa0OYUM CTOJIOM
yepe3 [ pynnoByro NOMUTHKY
19 | CamocTosiTeIbHAA padoTa o0ydarwmierocs. YcraHoBka W Hactpoiika poiu Cepsep CereBoit
MOJIUTHKH
20 | CamocTosiTesqibHas paGoTa odyuyaronierocs. [I[puMeHeHue 3alIUThl JOCTYIA K CETH MK 2.1-2.5
21 | lIpakTnyeckoe 3aHaTHE. BHenpenne TexHonoruu DirectAccess ¢ MOMOIIBI0 MacTepa Ha4aIbHOM OK 01-09
HACTPOUKHU
PasBepThiBaHue pacmpeHHON HHPpacTpyKTypsl DirectAccess
Buenpenune VPN
Brenpenne WebApplicationProxy
Hactpoiika Kot u ¢aiinoBoro skpanupoBanns B FSRM
22 | CamocTosiTeJbHas padora odyqaronierocsi. [lpumenenne DFS
23 | CamocTosTeabHas padora odyuaronierocsi. Hactpoiika mudpoBanus v pacmmpeHHOTO ayIuTa
24 | CamocTosTeabHas padoTa odyuaromierocs. Vcronp3oBanne ciay 06l pa3BepThiBanus Windows s
pasBepTeiBaHusg WindowsServer
25 | CamocTosiTesibHAs padoTa o0y4alonierocsi. Buenpenue ynpasneHusi 0OOHOBICHUSMH
26 | CamocTosiTeabHas padora odyuaronierocsi. Monutopuar WindowsServer
Tema 1.3. OcuoBbl Linux. | Codepscanue
1 | CamocTrosiTe/ibHASI padoTa 00y4aromerocs. K 2.1-2.5
Ocnoss Linux. 3aakomcto ¢ VM WarevSphere. OK 01-09
2 | CamocrosiTebHasi padoTa odyuaromerocs. @aiinosbie cucrembl OC Linux
daitnossie cuctembl OC Linux. Co3anue 1 pa3MeTKa )KEeCTKOI'o JINCKa
3 | CamocTosiTenbHas padoTa odyuaromerocs. [Togroroska cepsepa OC Linux
BapuanTsl yctanoBkH. PezepBHoe konupoBanue. Co3ganne CHUMKOB. Pa3MeTka )KeCcTKOro AMCKa.
4 | CamocrosiTe1bHas padora o0yuaromerocsi. Hacrpoiika web-cepsepos B OC Linux
[Ipotokon HTTP. Be6-ceprep Nginx. O6paTHOe mpokcrpoBanue B Nginx.
5 | CamocrosiTeabHas padora odyuarnierocs. Hacrpoiika cepsepa DNS B OC Linux
[Tporokos DNS
6 | CamocrosiTesbHas padoTa odyuaromerocsi. Hacrpoiika cepsepa DHCP B OC Linux
[Iporoxon DHCP
7 | CamocTosiTesibHasi padoTa odyuaronierocsi. Hacrpoiika daiinossix cepepoB B OC Linux
[Tporokon FTP. daiinoBas cucrema NFS. daiinosslii ceprep Samba.
8 | CamocTosiTesqibHas padoTa ody4aromerocs. Hactpoiika cepsepos B/l B OC Linux
CYBJ MySQL. CYBJI MongoDB
9 | CamocTosiTeabHas padora odyuarmerocs. Konreiinepsr Docker
Konreitnepst Docker.CriocoOsI cBsizu koHTeHEpoB Docker.
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14

CamocrosiTeibHas padoTa o0yuaromerocsi. [logroroska cepsepa OC Linux
Hacrpoiika web-cepsepos B OC Linux
Hactpoiika cepsepa DNS B OC Linux

15

CamocTrosiTeqbHasi paboTa odyuaromierocsi. Hacrpoiika cepsepa DHCP 8 OC Linux.
Hacrpotika cepsepo BJ] 8 OC Linux

IIpome:xyTouHnasi atTecTanus (JK3aMeH)

Bcero mo MJIK yaco

90

Paznen 2. MJIK.02.02. IIporpaMMHoe o0ecniedyeHrne KOMIbIOTEPHBIX ceTeil

Tema 2.1. Peanuzanus
KJIHEHTCKOH

HH(PpPACTPYKTYypPHI

Cooeporcanue

1

Jleknus. OueHka u onpeejieHne napaMeTpoB pa3BepTbhiBaHus KianeHTcknx OC

0O0630p KU3HEHHOTO LMKJIA KIIMEHTCKUX KOMITBIOTEpOB npeanpusitus. OueHka 000pyJ0BaHUs U
TOTOBHOCTH MH(PACTPYKTYPHI K pa3BepThiBaHuio KnueHTckux OC. O030p METOI0B pa3BepPTHIBAHMUS
xeHTckux OC B cpefie opranu3anui. TeXHOIOTHH TUICH3UOHHON aKTUBAIIMN I KIIMEHTCKUX
KOMITBIOTEPOB B opranuzanuu. [Inmaauposanne ctpaternu passepreiBanus kiueHTckux OC. Coop
JaHHBIX 00 uH@pacTpykType. Peanusauus pemeHus IMIEeH3NOHHON aKTHBALMH

CamocTrosiTesibHasi paGoTa ody4aronierocs. [lnaHupoBanue cTpaTerun yrpasieHus: o0pazaMu
0030p popmaros o6paza Windows. O630p cpeacT ynpasienus odpazamu (ImageManagement).
Onenka On3HeC-TpeOOBaHUH IS MOAJIEPIKKH CTPATETHH YIIPABICHHUSI 00pa3aMH.

CamocrosiTenbHasi paboTa odyuaronierocsi. Peannzanus 6e301macHOCTH KIHEHTCKUX CUCTEM
Peanu3arius neHTpaIM30BaHHOTO perieHus o 6e3omacHocty kiuentckux OC. [Tnanupoanue u
peanmuzanms BitLocker. [TnannpoBanue n peanuzanus mudposanus ¢ momombio EFS. Hacrpoiika
6e3omacHocTy KireHTckrx OC ¢ moMonIpio rpynmnoBoi monmutuku. Hactpoiika mmdpoBaHus qucka
¢ nomorisio BitLocker. Peanuzanus pemenus nenrpanusopannoro ynpasienus EFS. Peanuzanus
pelIeHus 1Jisl BoccTaHOBIIeHUs (aiios, 3anunieHHbIX EFS.

CamocrosiTeqbHast padoTa o0y4aromierocsi. 3axsat M ynpapjaeHue odpasamu kianeHTckux OC
0630p Windows ADK. Ynpasnenue cpenoit npexycranoBkn Windows (Windows PE). Coznanune
HCX0JHOTO 00pa3a ¢ momoinbio Windows SIM u Sysprep. 3axBaT u 00CIyKUBAHHUIO STAJIOHHOTO
oOpasa. Hactpoiika u ynpasieHue cityx00it pazseprbiBanust Windows
(WindowsDeploymentServices). Hactpoiika Windows PE. YcraHoBKa 3TaloHHOTO KOMIBIOTEPA C
MOMOIIIbIO (aityia oTBeTOB. O0pabOTKa 3TAJJOHHOTO KOMIIBIOTEPA ¢ moMoIIsio Sysprep. Co3aanue
(aiina orBeroB ¢ nmomoriipio Windows SIM. YcraHoBKa 3TalIOHHOTO KOMIIbIOTEpA ¢ MTOMOIIIBIO (aiiia
otBeToB. OOpaboTKa ITAJIOHHOTO KOMITIBIOTEpA € TIOMOIIBbIO Sysprep. Services [TnannpoBanue cpes
WindowsDeploymentServices. YcranoBka u HacTpoiika cepBepHoii port WDS. 3axBaT 3TalioHHOTO
obpasza ¢ momomeio WDS. PassepteiBanue obpasa ¢ momomisio WDS

CamocTtosTeabHasi paboTa odyuarouierocs. [ltanupoBanue u peaau3anisi MUTPalliu
MOJIb30BATEIILCKOM CPEAb

00630p crmoco00B MUTPAITHH TTOJIH30BATEIBCKON cpepl. I lTannpoBanne MUTpaIim
TTOJTH30BATENBCKOM cpenbl ¢ moMmotntsio USMT. Murpalivs COCTOSIHHSI ITOIh30BaTENS ¢ IIOMOIIBIO

K 2.1-2.5
OK 01-09
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USMT. [1InanupoBaHre MUTPAIIUH MT0JIb30BaTENbCKOM cpeibl. Co3manue u HacTpoiika XML-daiinos
USMT. C60op maHHBIX B BOCCTAHOBJICHHSI PO MOIB30BaTeNs ¢ moMormbio USMT. BeimonHenmne
MUTPAIUH C CO3/IaHUEM JKECTKUX CChUIOK

CamocrosiTenbHast paboTa odyqaromerocsi. [Inanuposanue u pazseproiBanue kaueHTckux OC ¢
momonrsio Microsoft Deployment Toolkit

ITnanuposanuecpenst Lite Touch Installation. Peanuzamust MDT 2012 st Lite Touch Installation.
WnTterpanus ciyx6 passepteiBanus Windows ¢ MDT. IlnanupoBanue cpeast LiteTouchInstallation.
Yceranoska MDT 2012 u Heob6xoaumbpIx komnoneHToB. Co3nanue u HacTpoitka MDT 2012
DeploymentShare. Pa3septeiBanne u 3axBat odpasza staiorHoi OC. MaTterpamus WDS ¢ MDT 2012
Juist oOecrieueHust BoamoxHoctel 3arpy3ku PXE.

CamocrosiTeibHas padoTa o0yuaromerocs. [InanupoBanue u pazsepreiBanue kneHTckux OC ¢
momomsio SystemCenterConfigurationManager 2012

[TnanupoBanuecpeasiZeroTouchinstallation. Tloaroroska caiita mist paseptbiBanust OC.
[ocTpoenue sTanoHHOro 00pasza Ha OCHOBE TocieAoBaTeabHOoCTH 3aaa4 ConfigurationManager.
Hcnons3zoBanue nocnegoBarenbHOCTH 3324 MDT mist pa3BepThIBaHUS KIMEHTCKUX 00pa3o0B.
[TmaaupoBanre MHPPACTPYKTYPHI Pa3BEPTHIBAHHS ONIEPAIIHOHHON cucTeMbl. [loaroToBKka cpes
ZeroTouchlnstallation. Hactpoiika makeToB pa3BepThIBaHUS U 00pa30B cucTeMbl. [loroToBKa cpebl
ZeroTouchlnstallation

CamocrosiTenbHast paboTa ody4aromerocs. [lnannpoBanue u peanusanus cIy:k0 yaajJeHHOTr 0
nocryna (RemoteDesktopServices)

0030p ciyk0b! yaneHHoro padouero croia. [Tnanuposanue cpenbl RemoteDesktopServices.
Hacrpoiika pa3BepTbiBanus HHOPACTPYKTY Pl BUPTYAIbHBIX padounx cTonoB. Hactpoiika goctyna K
KJIMEHTaM Ha OCHOBe ceaHncoB (Session-BasedDesktop). Pacumpenue cpenst RemoteDesktopServices
B Untepuer. [Tnanuposanue cpeasl RemoteDesktopServices. Hacrpoiika crieHapust
nH(pacTPYKTYpbl BUPTYaIbHBIX pabouynx cTosioB. HacTpoiika crieHapus gocTyna Ha OCHOBE
ceancos. IIpoektupoBanue nonuTuk 10308 RDS. Hacrpoiika nuttozos RDS

Jlexkuusi. YnpapjeHue BUPTyajau3anueil mojab30BaTebCKOro cOCTOsIHUS s KianeHTckux OC
OpraHu3anuu

O630p BupTyanuzauuu npoduiis nonb3oareis. [naHupoBanue BUupTyanu3auny npopuiis
noJp3oBatesisi. Hactpoiika nepemeniaeMsix npoduiieil, nepeHanpasieHns MarnoK 1 aBTOHOMHBIX
(offline) daiinos. Peanuzanus BupTyainzanun paboThl MoJib30BaTelss oT Microsoft
(MicrosoftUserExperience Virtualization). [InannpoBanue BUpTyanu3auuy MpoQuis MOJb30BaTEINS.
Peanuzanust BupTyanu3anuu npo@uiist Mojab30BaTelsl.

10

CamocTtosiTennbHasi padoTa odyuaromerocs. [itannpoBanue u peanuzaius HHPPACTPYKTYPHI
oOHOBNEHUH M Toaep KKk KiaueHTcKkux OC opraHu3aniu

[InanupoBanne nHGPACTPYKTYpbl OOHOBIICHUH [T OpraHu3auru. Peanuzanust moJaepxku
0OHOBJIEHUH MporpaMMHOTo obecredeHus ¢ nomouipio ConfigurationManager 2012. Ynpasnenue
OOHOBJICHUSAMU JIJIs1 BUPTYaJIbHBIX MallliH U 00pa3oB. Mcnonp3opanne WindowsIntune ajis
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ynpaBJeHUs] 0OHOBJICHHE TPOTPaMMHOT0 obecriedeHus. [ImannpoBanne HHPPACTPYKTypHI
0oOHOBNIeHUs. Peanm3arus 0OHOBICHHUH MPOTPaMMHOTO 00SCIIEUCHHS C IIOMOIIBIO
ConfigurationManager 2012. Peanuzauust oOHOBIEHHI TPOTPaMMHOT0 obecrieueHus aj1si OMOInoTeK
BUPTYaJIbHBIX MAIIHUH.

11

IIpakTnyeckoe 3ansiTHe. 3aIIMTAa KOMIIBIOTEPOB NPEANPHATHS 0T BPEIOHOCHBIX MPOrpamMM H
NnoTephb AAHHBIX

O630p System Center 2012 Endpoint Protection. Hactpoiika Endpoint Protection Client Settings
umonuTopunracocTosuus. Mcmonszosanne Windows Intune Endpoint Protection.
SammurakarentckuxOCcmomornpro System Center 2012 Data Protection Manager. Hacrpoiika
pa3BepthiBanue nonutuk EndpointProtection. Hactpoiika mapaMeTpoB KJIMEHTa JUIs TIOAICPIKKU
EndpointProtection. MOHHTOPHHT 3aIIUTHl KOHEYHBIX ToueK. HacTpolika v mpoBepKa 3amuThl
JTAHHBIX KJIMCHTA

12

CamocTtosiTeqibHasi paGoTa odydaromerocsi. MOHUTOPUHT TPOU3BOAUTEIBHOCTH U
paborocniocobHoCcTH HHMPACTPYKTYPhI KitneHTcKuX OC

[IponsBoauTensHOCT M pabOTOCIIOCOOHOCTH HHPPACTPYKTYPHI KineHTCKuX OC. MOHUTOPHHAT
HH(ppaCTPYKTYPBI BUPTYATbHBIX KIIHEHTOB. HacTpoiika OperationsManager 1111 MOHHTOPHHTA
BUPTYaJbHBIX CPEI.

13

CamocTtosiTesqbHasi paboTa odyuarouerocsi. OrieHka 1 onpeziesieHie apaMeTpoB Pa3BePThIBAHMS

14

CamocTrosiTesibHas1 paboTa o0yuarouierocs. [iaHupoBanue cTpaTeruy yrpasieHus: o0pazamMu

[EEN

15

IMpakTnyeckoe 3ansitne. Hactpoiika 6€30MacHOCTH KITMEHTCKHX CUCTEM
Hacrpoiika mmdposanus ¢aiinos ¢ momompio EFS
[Moarororka obOpasa u cpepl npeaycraHoBkH YcraHoBka Windows ADK

16

CamocrosiTenbHasi pa6oTa odyuaromerocsi. Co3fanne 3TalOHHOTO 0Opasza ¢ momonisio Windows
SIM u Sysprep Co3znanue daiina orBeToB ¢ nomoubsio Windows SIM

17

CamocrosiTesibHasi pa6oTa odyuarnierocsi. Co3nanue U 00CITy)KMBaHUE TATOHHOTO 00pa3a

18

CamocrosiTesibHas padoTa o6y4aromerocsi. Hactpoiika u ynpasnenue Windows Deployment
Services Inanuposanue cpeapt Windows Deployment Services

19

CamocTtosiTeqbHast paboTta ody4aromerocs. [ltanupoBanue u peanusanus MUTpaluu
10JIb30BATENBCKOM Cpeibl

20

CamocrosiTeJbHAs paﬁoTa 06yqalomerocs1. MI/IFpaHI/Iﬂ COCTOSHH ITIOJIB30BATECIIA C CO3AaHUEM
KECTKHUX CCBIJIOK

21

CamocrosiTenibHast paboTa odyqaromerocs. [Inanuposanue u pazseproiBanue knueHTcknx OC ¢
nomonipio MDT

22

CamocTtosiTenbHasi padoTa odyuaronierocsi. [lonrotoBka cpeapl Uist pa3BepTHIBAHUS
OTIEPALMOHHON CHCTEMBI

23

CamocTrosiTesbHas1 padoTa odyuarouierocs. [InanupoBanue u peanuzanus HHPPaCTPYKTYph
RemoteDesktopServices
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24

CamocTosiTesibHasi pa6oTa odyuaronierocsi. Pacmupenne nocryna k MHTepHET 115t
nHppacTpykTypsl RDS

25

CamocTtosiTeqbHast paboTa ody4aromerocsi. PazsepTeiBaHue U MOAAEPKKA BUPTYATU3ALUT
npoduIIs MOJIB30BATEIS

26

CamocTrosiTeqibHasi pa6oTa odyualouerocsi. [IpoektupoBanue u peanu3amus QaiioBbIx CIyx0

N

27

CamocTosiTeJibHas padoTa obyuaromerocs. Peamusanus Client Endpoint Protection
Hacrpoiikatouku Endpoint Protection

28

CamocrosiTeqibHasi pa6oTa odyuarmerocsi. Hacrpoiika DataProtection jyis JaHHBIX KITMEHTCKOTO
KOMIIBKOTEPA

29

CamocTosiTe/ibHasi padoTa o0yuaroierocsi. MOHUTOPHHT ITPOU3BOIUTEILHOCTU U
paboTtocnocoObHocTH HHGpacTpyKTyphl KineHTckux OC Hactpoiika

K 2.1-2.5
OK 01-09

Tema 2.2. Peammzanust
cpeabl HACTOJIBHBIX
NPUJIOKEHUH.

Cooeporcanue

1

CamocrosiTenbHas pabora o0yuarouerocsi. Paspadorka crparernu pa3pepTbIBaHUS
NPUIOKEHU I

Omnpenenenue On3Hec-TpeOOBaHUI ISl pa3BepThIBaHUS NpriIoxeHnid. O030p cTpaTeruu
pa3BepTHIBaHUS PWIOKEHNH. BRIOOp MOAXOAAIIEH cTpaTernn pa3BepTHIBAHUS TPHIIOKEHUH IS
odmuca.

CamocTtosiTeqibHast paboTa odyuaronierocsi. Jluarnocruka u odecrneyeHue COBMeCTUMOCTH
NPUJIOKEHU I

JlnarHocTrka rnpo0ieM COBMECTUMOCTH MpUIIoKeHni. OLeHKa M peann3alus pereHui o
BOCCTAaHOBJIEHHIO. PerieHne npo6aeMbl COBMECTUMOCTH C TOMOIIIBIO
ApplicationCompatibilityToolkit. YcranoBka u Hactpoiika ACT. AHanu3 MOTEHIMANBHBIX TPOOIEM
COBMECTHMOCTH. PerieHne npodieM cCOBMECTUMOCTH TPHIOKEHHH. ABTOMATH3aLHs Pa3BEPTHIBAHUS
MIPOTPaMMHBIX CPEICTB 00ecriedeHusi COBMeCTUMOCTH (shims)

CamocTtosiTenbHasi paboTa odyuaromerocsi. PazsepTsiBaHne MPUIIOKEHUH C TIOMOIIBIO TPYIIITOBBIX
nonutuk U1 WindowsIntune

Pa3BepThIBaHNE NPUIIOKEHHI C TOMOIIIBIO TPYIIIIOBBIX MOJIUTHK. Pa3BepThiBaHNe PHIOKEHHUH C
nomomrsio WindowsIntune. Pa3zBepThiBaHNE TPUIIOKEHHA C TIOMOIIBIO TPYIIIOBBIX MTOJUTHK. 3ayCK
cumyssiinr WindowsIntune.

CamocTtosTeqbHasi paboTa odyuaronerocsi. PazsepTeiBaHNe MPHUIIOKEHUH C TOMOIIIBIO
SystemCenterConfigurationManager

Konuenmyu pa3BepTeiBanus npuiioxenuii ¢ momomisto ConfigurationManager 2012. PazsepTeiBanue
npwiokenuit ¢ momonipto ConfigurationManager 2012. Coznanue 3anpocos ConfigurationManager
2012. Co3nanue KoIeKIHUH nob3oBaTesnei u ycrpoicts ConfigurationManager 2012.

CamocTrosiTesibHas padoTa o0yuarouerocsi. PazsepTeiBaHus caMOOOCITyKUBAaEMbIX PUIIOKEHUN
Konnenmmu pa3BepThiBaHISI caMO0OOCTyKHBAaEMBIX MPHIIOKeHNH. HacTpoiika camooOcTy KiuBaeMbIX
npunoxenuit ¢ WindowsIntune. Pa3BepThIBaHNS caMOOOCTYKHBAEMbIX MTPUIIOKEHHUH C
ConfigurationManager 2012. Pa3BepTbiBaHusi caM000CITy)KHMBaeMbIX MPWIOKEHHUH ¢ ServiceManager
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2012. TIToaroroska System Center Configuration Manager 2012 mmsmoamepxku Service Manager
2012 Self-Service Portal. Hactpoiika ServiceManager 2012 Self-ServicePortal. ITposepka
BO3MOKHOCTH MPEIOCTABICHHUS IPHIOKEHHUH MOJIb30BaTesiM ¢ omolibio Self-ServicePortal.

CamocTrosiTesibHas1 padoTa odyuarouierocs. [IpoektupoBanue u peanuzanusi HHYPACTPYKTYPBI
BUPTYyaJIM3aluU IPEACTaBICHUN

Ouenka TpeboBaHUH BUPTyaTU3aliy NpeacTaBieHuii. [InannpoBanue nHPpacTpyKTypbl
BUpPTYyaJM3alny npeacTaBieHnii. PasBepToiBanne HHOPACTPYKTYphl BUPTYaIH3ally IPEICTaBICHUH.
PasBepThiBaHue HHPACTPYKTYPhI BEICOKOW TOTOBHOCTH AJIsI BUPTYaJIU3aLMK IPEACTaBICHUN

CamocTrosTenbHasi padoTta odyuaromierocsi. IlonroroBka, HacTpoiika u pa3BepTbiBaHHe
NpeAcTaBJIeHUI BUPTYAJIM3AUMA MPUII0KEHMI

Onpenenenue cTpaTeruy MpeICTaBICHUH BUPTyaTu3alluy NpIIoKeHni. Pa3BepTeiBanue
yaaneHHoro padodero crona, RemoteApp, 1 RD WebAccess. PasBepreiBanne npuioxenwii Ha RD
SessionHost. Hactpoiika u pa3BepTeiBaHue npuiiokennii Remote App. [IpoBepka BO3MOKHOCTH
WCTIONBb30BaHMs NpWiIokeHuid ¢ momorbio RD WebAccess.

CamocrosiTenbHas pabora o0yuaromerocsi. [IpoekTupoBanue U pa3BepThIBaHHE CPeAbl
BUPTYATU3alUH NPHIOKEHU I

O0630p Mojenelt BUpTyanu3anny NpuioxkeHnid. PazBepThiBaHne KOMIIOHEHTOB HHPPACTPYKTYPHI
BUpTyaJIn3aluu NpuiokeHuil. HacTpolika KIIMEHTCKON MOAEPKKH BUPTYaIU3aluy IPUIOKEHU.
[InanupoBanue pa3BepThiBaHus App-V poiieil 1 KOMIIOHEHTOB. Pa3BepThiBaHrEe HHPACTPYKTYPBI
App-V. Hacrpoiika kauenta App-V

CamocTtosTeqbHasi padoTa odyuyaromerocsi. Iloaroropka k BUPTyaJu3alum U pa3BepThIBaHHE
BUPTYaJbHBIX NPUJI0KEHHUI

[loaroroBka npuiIOKEeHUI IS BBITIOJHEHUS B cpene App-V. PassepTeiBanne npunoxennii App-V.
VYcranoBka u HacTporika App-V Sequencer. [loaroroBka NpuioXeHUH K BUPTYATU3AIAH.
PasBepteiBanne App-V npunoxkenuii ¢ momompto ConfigurationManager.

10

CamocTrosiTesibHasi padoTa o0yuarouierocs. [InanupoBanue u peanuzanus 6€30MacCHOCTH U
OOHOBJICHUS IPUIIOKESHUI

[TnanupoBanne OOHOBIICHHS IPUIIOKEHMH. Pa3BepThiBaHne 0OHOBIIEHHI ¢ Tomotsio WSUS.
PasBepteiBanue ooHoBNeHMH ¢ momouisto ConfigurationManager 2012. Peanu3zanus 6e3onacHocTi
npuioxeHuil. OOHOBICHHE pa3BEPHYTHIX NpUIoKeHUH. OOHOBIIEHHE IPUIOKEHNH App-V.
PasBeprtriBanue monmtuk AppLocker jiist ynpaBieHust 3aycKoOM IPHIIOKESHUH.

11

CamocTrosiTesqbHas1 padoTa o0yuaromerocs. [Lianuposanue u peanusaiys 0OHOBIEHUS U 3aMEHbI
MIPUIIOKEHU I

[InmanupoBanue u peanuzaiysi OOHOBJICHUS PUIIOKEHUH U 3aMEILeHHUS TPUITOKEHHH.
[ImarnpoBaHue U peanr3anus COCyIecTBOBaHUA MpuiioxeHni. OOHOBJIEHNE pa3BepHYTHIX
MpWIOKEHUH. 3aMeHa pa3BEPHYTHIX MpHiIokeHn. HacTpoiika cocyiiecTBOBaHUS pa3iaMuHbIX
BEPCHUM MPUIIOKEHUS

K 2.1-2.5
OK 01-09
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12 | CamocTosiTeIbHAsA padoTa o0y4yawierocsi. MOHUTOPUHT Pa3BePThIBAHUS, HCIIOIL30BAHMS U 4
MIPOM3BOAUTEIHFHOCTH MPUIIOKEHUH
[InmanupoBanue u peanuzaiysi ”HPPACTPYKTYpbl MOHUTOPUHTA MPHIOKEHUH. MeTpHKH,
WHBEHTApU3allKs U aHaJN3 PECypCOEMKOCTH MPIIIOKEeHUH. MOHUTOPHHT UCIIOIB30BaHIS PECYPCOB
npminoxkeHuil. [ImaanpoBanre MHBEHTAPU3AINH PIUTOKEeHUH. OpraHu3aiis HHBEHTAPH3AIHH
MporpaMMHOro obecrieueHust. MeTpUKH UCTIONB30BaHMUS MPHIIOKEHUH. MOHUTOPUHT UCTIONB30BaHNE
pecypcos cepBepoB RD SessionHost npunoxenusimu. CHIKEHHE TMKOBOW Harpy3Ky Ha PeCypChl
MIPITOKEHUSIMHU
CamocTtosiTeqbHasi padoTa odyuaromierocsi. CucremMarnyeckasi IpopadoTKa KOHCIIEKTOB 3aHATHH, y9eOHOH! U CIIeINaTbHOM 2 IIK 2.1-2.5
TEXHUYECKOU JINTEPATYPHL. OK 01-09
KoncnextupoBanue Tekcrta, paboTa co CI0BapsSMH U CIIPaBOYHUKAMH, O3HAKOMJICHHE C HOPMATHBHBIMH JJOKYMEHTaMH, yI4eOHO-
HCCIIeIOBaTEIhCKas paboTa MPH caMOM ITUPOKOM HCTIONb30BaHNH VHTepHEeTa 1 qpyTuX | T-TeXHOIoTHiA.
[IpoekTHbIe hOpMBI pabOTHI, MOATOTOBKA COOOIICHUH K BRICTYIUICHHIO HA CEMUHApax M KOH(QEPEHIIUAXK; MOAT0TOBKA pedeparTos,
JTOKJIaJI0B.
[ToaroroBka K J1aGOPaTOPHBIM H MPAKTHYECKAM padOTaM C UCIOIB30BaHUEM METOIUIECKIX PEKOMEHIAINH MpeToaBaTers,
odopmiieHUe J1Ta00PATOPHO-IPAKTHYSCKUX PAabOT, OTYETOB U MOATOTOBKA K UX 3aIUT
IIpoMeskyTOUYHASL aATTECTAIMS 2
Bcero wacos mo MK 90
Pazpea 3. MJIK.02.03. Oprann3anusi aIMHUHHCTPHPOBAHUSI KOMIIBIOTEPHBIX CHCTEM
Tema 3.1 Cooeporcanue
IIpoexTupoBanue u 1 Jlexnus. Ilnanuposanue anrpeiaa ¥ MUTpaliu cepeepa 1 MK 2.1-2.5
peajau3anus cepBepHOii Pexomenmanmu mo amrpediny w murpanuu. Co3gaHue ITUTaHa anrpeiia U MUTpAlMH cepBepa. OK 01-09
HHPPACTPYKTYPBI [I1arMpoBaHre BUPTyaIIN3alliu
2 CamocTrosiTenbHasi padoTa o0yuaromerocs. [InmanupoBanne U BHeIpeHHE WHPPACTPYKTYPHI IS 2
pa3BepTHIBaHUS CEPBEPOB
Br16op moxosmieli crpaTteruu co3ianust 00pa3oB cepBepa. BHenpeHue cTparern aBTOMaTHYECKOTO
pa3BepTHIBaHUS
3 Jlekuusi. [lnanupoBanue M pa3BepTHIBAHHE CePBEPOB C HCNOJIb30BAHMEM JHcHeTYepa 1
BUPTYaJbHbIX MaliuH (VMM)
O030p amcrietyepa BUpTyanbHbIX MamuH B SystemCenter 2012 R2. Peammzanus Oubnuorexk u
npoduiieil qucneTyepa BUPTyasibHbIX MaiuuH. [lnaHupoBanue u pazsepreiBanue ciy:x0 VMM.
4 CamocTrosiTesibHasi padora oGyuawmerocsi. [IpoexkTHpoBaHue W BHEApeHHE HHOPACTPYKTYPHI 4
siecoB U goMeHoB ActiveDirectoryDomainServices
[Ipoextuposanue neca AD DS. IIpoexktupoBanue u peanusanus J0BEPUTEIbHBIX OTHOLIEHUHA MEXTY
JIecaMu.
5 CamocTosiTeJibHasi padoTa oOy4aromierocs. IIpoektupoBanue muTerpaimuun ADDS ¢ Windows 4

Azure Active Directory. IIpoextupoBanme u cosganne gomenoB AD DS. TIpoexktupoBanne
npoctpancTB uMeH DNS B cpene AD DS. TIpoektnpoBanue goBeputenbHbIx oTHomeHuil AD DS.
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6 CamocrosiTeibHasi pabdota oOyuaromerocsi. [IpoekTupoBaHne W peanu3anus HHPPaCTPYKTYPHI
nioapazaeneuuii (OU) u paspemennii AD DS
[InanupoBaHne nenerupoBaHHs aAMUHUCTPATUBHBIX  3afgad. [IpoeKkTUpoBaHUE  CTPYKTYpPHI
noapazaenennii OU. IlpoexTupoBanne u BHeApeHue crparernn rpymm AD DS
7 CamocrosiTeqibHasi padoTa odyuaromerocs. [IpoextupoBanue 1 BHeIPEHUE CTPATETHH TPYIIIIOBBIX IIK 2.1-2.5
MTOJIUTUK OK 01-09
Co6op TpeOyemol umH(pOpPMALWU Ui NPOCKTUPOBAHMS TPYIIOBHIX MONUTHK. lIpoekTupoBanue u
BHEJIPEHHE TPYIIOBBIX MTOIUTHK.
8 CamocTrosiTeqibHasi padota oGyuaromerocsi. [IpoexTupoBanne 00paOOTKHA TPYNIOBBIX TOJIHTHK.
[InanupoBaHue ynpaBieHUs TPYNIOBBIMHA NOJIUTHKAMH
9 [IpakTuyeckoe 3austue. [IpoekTupoBanue u peasuzanus pusuyeckoii ronojsorun AD DS
[IpoexktupoBanne wu peanms3amus caitoB ActiveDirectory. IlpoekTupoBaHue perUIHKAIIH
ActiveDirectory. IIpoekTrpoBanWe pa3MeIIeHHs KOHTPOJUIEPOB JOMEHA. BupTyanmzamnus
KOHTPOJIEpoB JoMeHa. [IpoekTupoBaHre BRICOKOH JOCTYIHOCTH KOHTPOJUIEPOB IOMEHA
10 | Jlexkuus. [lnannpoBanue u peajn3anus XpaHUIHIL JAHHBIX
[Tnaruposanue u BHenpenne iSCSI SAN. [InanupoBanne u BHeapeHue StorageSpaces. ONTHMH3AIHS
¢aiinoBbIxX ciyx0 ans Guamnanos.
11 | CamocrosiTeabHasi padoTa odyuaromerocsi. [lnanupoBanue u peajn3anus 3alIUTHI ceTei
O030p mpoekTupoBaHUs Oe3omacHocTH ceTeid. [IpoekTHpoBaHWe W BHEIPEHUE WCIOIH30BAHHS
WindowsFirewall. IlpoektupoBanue u BHeapeHue nHPpacTpyKkTypsl NAP
12 | CamocTosiTeIbHAA padoTa oOydaromierocsi. [IpoeKTHpOBaHWE W peau3alis 3allUThl CIIYKO
JOCTyTa K CETH
[1narupoBanue u BHenpenue DirectAccess.
13 | CamocrosiTeabHasi padoTa odyyarowmerocsi. [InanupoBanue u Bueapernne VPN. [lnanupoBanue u
BHepenne WebApplicationProxy. ITinanupoBaHue ClI0KHOM HHOPACTPYKTYPHI YAAJICHHOTO JIOCTyIIa
Tema 3.2. Peanuzanus Cooeporcanue
NPOABUHYTOM cepBepHOiil | 1 Jlexnus. O630p ynpasaenus LHlentpom O0padoTku JJaHHbIX npeanpusTHs IIK 2.1-2.5
HHPPACTPYKTYPBI 00630p 1O/ npennpustusi. 0630p komnoneHT SystemCenter 2012 R2 OK 01-09
2 [pakTnyeckoe 3ansitue. [lliaHupoBaHue U peanu3anusi CTPaTeruy BUPTYAJIM3aIHU CePBEPOB
[InanupoBaHue pa3BepTHIBAHUS JUcCHeTdepa BUPTyalbHbIX MamuH (VMM). IlnanupoBanue wu
peajii3aliys CepBEpPHON BUPTYyaU3aliu.
3 CamocTtosTeqbHasi padoTa odyuarouerocs. [ltannpoBanue u peaan3aiis CETeBOM
MHQPACTPYKTYPHI M CUCTEM XPaHEHUS TAaHHBIX JUISl BUPTYaTH3aliH
[TmanupoBaHne cucTeM XpaHEHUs JJIsl BUPTyaIn3aliun. Peanu3amus cucteM XpaHeHus! JUIst
BupTyanu3anuu. [[1aHupoBaHue U peann3aiusi CeTeBOi HHPPACTPYKTYPHI JJIsi BUPTYATU3AIHH.
[11arMpoBaHKe U peasin3ainus BUPTyaIn3allii CETH
4 CamocrosiTesibHasi padora oOyuaromerocsi. [lnmanupoBaHue W pa3BepTHIBAHHE BHUPTYAIbHBIX
MallIVH.
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[InarupoBaHue mapaMeTpoB BHPTYyalIbHBIX MamuH. [I0ATOTOBKa K pa3BepTHIBAHUIO BUPTYaTbHBIX
MaIIIFH C NCTIOJIb30BaHUEM JHCIIeTIepa BUPTyanbHbIX MamuH (VMM). PasBepTriBanne BHPTYaIbHBIX
manvH. [InanupoBanue u peanusanus pernku Hyper-V

CamocTrosiTesibHAs1 padoTa o0yuarouerocs. [iaHnpoBanue u peanu3anus peuieHus mo
aJIMUHUCTPUPOBAHMIO BUpTyainu3auuu [lnannpoBanue u peannsanus aBTOMaTH3aLKU C
ucnonpzoBanueM SystemCenter 2012 R2. IlnanupoBanue u peanusanus
MicrosoftSystemCenterAdministration. ITranupoBanue u peanuzaius Self-Service ¢
ncrnonszoBanreM SystemCenter 2012 R2. IlnanupoBanue n peaau3aisl yCTAHOBKA OOHOBIICHUH B
nHPACTPYKTypE CEPBEPHOIl BUPTyaIU3aluu

CamocrositesibHast pafora oOyuawoomerocsa. I[lnanupoBanme M peajm3anusi CTPaTeruu
MOHUTOPHHIA CEPBEPOB

ITnanupoBanne morutopunra B WindowsServer 2012 R2. O630p SystemCenterOperationsManager.
[InanupoBaHue U HacTpoiiKa KOMIOHEHT MoHUTOpHHTa. Hactpoiika B3aumoseiictus ¢ VMM

CamocrosiTenbHast padota oOydaromerocsi. [lnanupoBanue u peanuszanus PEHICHUN BBICOKOM
JOCTYIHOCTH JUTA (DalIOBBIX CITY>KO M MPHIIOKEHUH

[InanupoBanue u peanuzauus StorageSpaces. Ilmanupoanue u peanuzauust DFS. [nanuposanue u
peanusauus NLB

CamocrosiTeibHast padota oOydaromerocsi. [lnanupoBanue u peanuszanusi PEHICHUN BBICOKOM
JOCTYITHOCTH Ha OCHOBE KJIACTEPOB

[MnanupoBanne UHOPACTPYKTYPHI OTKA30YCTOMUYUBBIX KIIACTEPOB. BHeIpeHHEe 0TKa30yCTOWYMBOTO
knacrepa. [I1aHupoBaHre W peanu3alys CHCTEMBl YCTAHOBKH OOHOBJICHUH ISl OTKA30yCTOMYMBOTO
knactepa. MHTerparys OTKa30yCTOMUYUBBIX KJIACTEPOB M BHpTyanusaluu. [lnaHupoBaHue
pacnpe/ieI€HHBIX 0TKA30YCTONYUBBIX KJIACTEPOB

CamocrosiTeibHasi paGora oOyuyaromerocsd. IlmanupoBanme u  peanu3anus CTpPaTEeTHH
6ecriepeboitnoit pabotsr (BusinessContinuityStrategy)

O0630p crpaterun OecrnepeOoiiHON paboThl. IlnmanupoBaHMe W peanu3anusi CTpaTeruil Pe3epPBHOTO
KormpoBanus. [l1aHupoBaHMe W peanm3anys BOCCTaHOBICHUWS. [lmaHMpoBaHME W peaH3aLys
PE3CPBHOI0 KOIMMPOBAHNA M BOCCTAHOBJICHU A BUPTYAJIbHBIX MAalllH

10

CamocTrosiTesibHasi padora oOyuaromerocs. [lmanupoBanue u peanuzanusi HHPPACTPYKTYPHI
OTKPBITBIX KIIFOUEH

IlnanupoBaHue u pa3BEPThIBAHHWE YAOCTOBEPAIONIMX LEHTPOB. IlnaHupoBaHuWe U peanuzauus
mabioHoB ceptudukaros. [lmaHMpoBaHMe W peajHM3aldsi BbIJAYd W OT3bIBA CEPTH(HUKATOB.
[InanupoBaHue U peann3aliysi apXUBaLUU U BOCCTAHOBIICHHS KIFOUEH

11

IpakTnyeckoe 3ansitue. [lianupoBanue u pazseproiBanue AD FS

[InarupoBanme u peanmsarnus uHGpacTpykTypel AD FS. Ilmanmpoanme u peanmsanus AD FS
ClaimProviders u RelyingParties. lnanupoBanue u peanuzanus AD FS Claims u ClaimRules.
[Tnaauposanue u peanmzanus WebApplicationProxy

K 2.1-2.5
OK 01-09
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12 | CamocTosiTe/IbHAsA padoTa o0y4yarwinerocs. [InaHupoBaHue U peaan3aiys JOCTyIa K JaHHBIM JIJIs 4 IK 2.1-2.5
MOJIb30BATENICH B YCTPOICTB OK 01-09
[InanupoBanne wu peamumsanuss DAC. [InanupoBaHne TmMOAKIIOUEHHs K pabodeMy MecTy
(WorkplaceJoin). I[TnanupoBanne pabounx mamok (WorkFolders)
13 | CamocrosiTeabHasi pagoTa odyuaromerocs. [LnanupoBanue u peaauzanusi cJay:K0bl yIpaBJIeHHs 4
npaBamMu
0630p AD RMS. [lnanupoBanue u peanuzanus knacrepa AD RMS. IInanupoBanue u BHeapeHUE
mabnonoB AD RMS u momutuk AD RMS. IlnanupoBanue u peannzaiiusi BHEITHET0 qocTymna Kk AD
RMS. ITnaaupoBanue u peanusanus B3anmoaeicteust AD RMS u DynamicAccessControl.
14 | CamocrosiTeabHasi padoTa 00yuaromerocsi. Y cTaHOBKa NPOTrpaMMHOT0o 00ecIieyeHrsl Ha cepBepa 2
U pabouue CTAHIUHN
15 | CamocTosiTenbHas padora ody4uawmerocs. OcylnecTBIeHne KOHPUTYpHPOBAHUS POTPAMMHOTO 1
obecrieueHus Ha CepBepax M padOInX CTAHIIHSIX.
16 |CamocTosiTeJIbHAs padoTa o0yJarumerocs. Y CraHOBKa IPaB J0CTya U KOHTPOJIb UCIIOIb30BaHUS 2
CETEBBIX PECYPCOB
17 |CamocTosiTesibHas padoTa odyuawuerocs. ATIMUHICTPHPOBAHIE CEPBEPOB
18 |CamocrosTeqabHas padoTa odyualonierocsi. PazpaGoTka u BHeApeHHe MJIAaHA Pe3ePBHOTO 2
KONUPOBaHUS
Pacuér cromMocTH ceTeBOro 000py1I0BaHuUs H IPOTPaMMHOTO obecTieueHHs
19 |CamocrosiTesqbHas paGoTa o0yuarouerocs. Perucrpanys nonp30BaTesnei JOKaIbHON CETH 2
Ocy1iecTBICHHE aHTUBUPYCHOW 3aIIUTHI
20 | CamocTosiTeJbHas padoTa odyuawnierocs. [nanuposanue u BHeapeHne VPN 1
21 | CamocTosiTesbHAsA padoTa odyuaromerocs. Co3zgaHue IiaHa anrpeiaa 1 MUTpaliy cepaepa
CamocrosiTeqbHas yueOHas pabdora K 2.1-2.5
CucremaTnueckas mpopaboTKa KOHCIIEKTOB 3aHSATHI, YIeOHOH U CIIeUaIbHON TEXHUIECKOW JIUTEPATYPHhI. OK 01-09
KoncnexktupoBaHue TekcTa, paboTa O CIIOBAPSIMH U CITPABOYHUKAMH, O3HAKOMIICHHE C HOPMATUBHBIMH JJOKYMEHTaMH, Y4eOHO-
HCCIieI0BaTeNbCKas paboTa Ipy caMOM MIMPOKOM MCIIONb30BaHUU MHTepHeTa u apyrux | T-TexHonorui. 2
[IpoexTHbIe hopMBI pabOTHI, MOATOTOBKA COOOIIEHNH K BBHICTYIUICHHIO HA CEMUHAPaX U KOH(EpEeHIHX; MOAr0TOBKa pedepaTos,
JIOKJIJIOB.
HOHFOTOBKa K HaGOpaTOpHBIM " MMPAKTUYCCKUM pa60TaM C UCITOJIB30BAHNEM METOJNYCCKUX peKOMeHIIaIH/Iﬁ npenogaBaTeiid,
oopmiieHre 1a00paTOpHO-NPAKTHYECKUX paboT, OTYETOB M MOJATOTOBKA K MX 3alLLUT
KypcoBoe npoekTupoBanue 4
IIpoMe:xyTouHas arrectamus (IK3aMeH) 4
Bcero gacos mo MJIK 96
Y4eOHas NPpaKTHKA K 2.1-2.5
1. AaMuMHUCTPHpPOBaHHUE CEPBEPOB U PAOOYMX CTAHIIMH. 108 OK 01-09

2. Opranuzanys JIOCTyINa K JIOKAJIBHBIM ceTsiM U MHTepHeTy.
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RBEoooNOORAW

13.

14.

0.
1.
12.

VYcTaHOBKA U CONTPOBOXKICHUE CETEBBIX CEPBHCOB.

Pacuér cronmocTn ceTeBoro 060pyJ0BaHMS U IPOrPAMMHOTO 00ECIICUECHUSL.

COop DaHHBIX [T aHAJM3a UCTIONIBb30BaHHS IPOrPaAMMHO-TEXHUYECKUX CPEACTB KOMITBIOTEPHBIX CETEH.

Obecrieuenne ceTeBoi 6€30MaCHOCTH

ydJacTHe B YIPaBICHUH CETEBBIMH CEPBHCAMU;

y4acTHe B MOJEPHU3AIMH CETEBOH HHPPACTPYKTYPHI;

cOOp AaHHBIX AJIS aHAJIN3a MCIIONIB30BaHUS U (YHKIIMOHUPOBAHUS MMPOTPAMMHO-TEXHUUECKUX CPEICTB KOMIIBIOTEPHBIX CETEH;
ydJacTue B pa3paboTKe METO/IOB, CPEIICTB ¥ TEXHOJIOTHH IIPUMEHEHHS 00BEKTOB NMPO(ECCHOHAIBEHOMN NeITeTbHOCTH;
MpoBeneHNe TPOPHUIAKTHIECKUX padoT Ha 00BEKTaX CETeBOM MHPPACTPYKTYPHI M paOOUYNX CTAHIIMSAX;

ydacTHe B MHBEHTApPHU3aLMU TEXHUUECKUX CPEJICTB CETEBON HHPPACTPYKTYPHI, OCYLIECTBICHUE KOHTPOJISI MOCTYTUBILETO U3
peMOHTa 000PYIOBAHHUS;

3aMeHa PacXo/IHBIX MAaTEPHAIOB M MEJIKHI PEMOHT Iepu(epHitHOr0 000pyI0BaHHs, OTIPEACIATh YCTapeBIIee 000py10BaHHE H
MPOTPaMMHBIE CPEJICTBA CETEBOM HHPPACTPYKTYPHI.

YcranoBka OpaHaMayspa;

IIpon3BoacTBeHHAs] MPAKTHKA pa3aeJia K 2.1-2.5
1. VYcraHoBka Ha cepBepbl M paboyKe CTAHIINH: OTIEPAMOHHBIE CUCTEMBI M HE00X0IMMOE JUIsl pabOThI IpOrpaMMHOE 0OecTIieYeHueE. OK 01-09
2. Tlomgepxxka B pabOTOCIIOCOOHOM COCTOSTHAM MIPOTPaMMHOE 00ecIIedeHHne CEPBEPOB U pabOYNX CTAHIIHAM.
3. Perucrpamnust nonp3oBateneil JIOKaJbHOW CETH M TOYTOBOTO CEpBEpa, Ha3HAYAET UACHTU(DHUKATOPHI U TTAPOITH.
4. OobecrieueHne CBOEBPEMEHHOTO KOTIMPOBAHMS, ApXUBUPOBAHUS M PE3CPBUPOBAHUS TAHHBIX.
5. IlpunsATHE Mep 1O BOCCTAHOBJICHHIO paO0TOCIIOCOOHOCTH JIOKAJILHOM CETH NMPH COOSIX MIIM BBIXOJIE U3 CTPOSI CETEBOTO
o0opynoBaHusl. BeIsiBIeHHE OMIMOOK MOJIB30BaTENIEH U IIPOrPAMMHOTO 00ECIICYEHUSI U TPUHSITHE MEP 10 UX HCIPABIICHHUIO.
6. IIpoBeacHHME MOHHTOPHHTA CETH, pa3padaThIBaTh MPEUIOKEHUS 110 Pa3BUTHIO HHOPACTPYKTYPHI CETH.
7. OOecrieueHne ceTeBOi 0€30MaCHOCTH (3aLIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYTa K HH(QOpMAIMU, TPOCMOTPa HIIH U3MEHEHUS 72
CHCTEMHBIX (paiiJIOB U JAaHHBIX ), 0€30IIACHOCTh MEKCETEBOTO B3aUMO/ICHCTBHS.
8. OcymecTBieHHe aHTHBUPYCHOM 3alIUTHI JIOKAIEHOM BEIYHCINTEIBHON CETH, CEPBEPOB U PadOYMX CTAHIIUI.
9. 3amyck, mepesaryck U OCTaHOBKa CEpBEpa;
10. B3aumopeiicTBre ¢ 6a3aMu JaHHBIX;
11. Ycranoska WEB-cepgepa;
12. Koudurypuposanue web-cepsepa;
13. CoxpaHeHue 1 BOCCTAaHOBJICHHE OOJIBIINX HAOOPOB IPABHUIT;
14. JIokyMeHTHpPOBaHHE BCEX NPOU3BE/ICHHBIX JICHCTBUI.
JK3aMeH 10 MOAYJII0
Bcero yacoB ¢ y4eToM NpakTHK 456
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IMpumepHas TeMAaTHKAa KYPCOBBIX MPoeKToB (pador) mo I1M.02

1.

N

21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

TeHneHIy pa3BUTUS TEXHOJIOTHI KOHTCHUHEPU3ALINH.

Apxutektypa Docker. CpaBuenune Docker ¢ npyruMu TeXHOJOTHSIMH KOHTEHHEpU3alUU Trunc,
Podman, Scopeo.

Oopassl. Konreiinepsr. Docker-registry. Docker Desktop.

Tennenuu pazsutus Kubernetes.

HccnenoBanue U aHAINM3 CYIIECTBYIONIUX TEXHOJIOTHI Kiactepa Kubernetes.

[Tpunnumne 1 apxutektypa Kubernetes

Buptyanuzarus cepepoB Ha 0a3ze TexHonoruu Microsoft Hyper-v 2008 R2

Buptyanu3zanus cepepoB Ha 6a3ze TexHonoruu Microsoft Hyper-v 2012

Hactpotika Microsoft Active Directory na 6aze windows server 2008 R2

. Hactpoiika Microsoft Active Directory ma 6aze windows server 2012 R2
. Hacrpoiika Microsoft Active Directory na 6a3e windows server 2016

. Hactpoiika Microsoft Essentials 2012 R2

. Hacrpoiika Microsoft Essentials 2016

. Hacrpoiika WEB-cepsepa Microsoft 11S 2008

. Hacrpoiika WEB-cepsepa Microsoft IIS 2012

. Hactpoiika WEB-cepBepa Microsoft IIS 2016

. Hacrpoiika rpynmoBsix monmutuk B windows server 2008

. Hactpoiika rpynmoBsix nmonutuk B windows server 2012

. Hactpoiika rpynmoBsix nmonutuk B windows server 2016

. Hacrpoiika UnaTepreT-niumio3a npeanpusitus Ha 6a3e OnepainnonHoit cuctemsl Microsoft Windows Server

2008

Hacrpoiika UaTepHeT-uTI03a ipennpuarys Ha 6aze OneparmonHoii cuctemsl Ubuntu Linux
Hactpoiika MaTepHeT-1II1103a ipeanpusaTus Ha 6a3ze OneparronHoii cuctembl UNIX freeBSD
Opranu3aius TepMHUHAIILHOTO JOCTyna Ha Oaxe Linux cepeepa

Coznanne 1 HacTpoiika (haiIoBOTO XpaHWJININA JaHHBIX Ha 0a3e Microsoft Windows Server 2008 R2
Co3znanue 1 HacTpolika (haiI0BOr0 XpaHWIHINA JaHHBIX Ha 0a3e Microsoft Windows Server 2012
Coznanne 1 HacTpoiika (haiiI0BOTO XpaHWUIIHINA JaHHBIX Ha 0a3e Microsoft Windows Server 2016
Coznanne kopropatuBHbIX ctuieit st Microsoft Office 2010

CosznaHue mouToBoro cepsepa Ha 6a3e Microsoft Exchange Server 2010

Co3nanue nmoutoBoro cepsepa Ha 6aze Microsoft Exchange Server 2013

YcranoBka u Hactpoiika Microsoft Office 2010 cpeactBamu GPO

YcranoBka u HacTpoiika Microsoft Office 2013 cpeactBamu GPO

YcranoBka u HacTpoiika Microsoft Office 2016 cpeactBamu GPO

VYcraHoBka onepaimonHoi cuctembl Microsoft Windows 10 1o jiokajibHO#M ceTn

YcraHoBka onepaiiuoHHOM cuctemMbl Microsoft Windows 7 1o JokansHOM ceTH

YcraHoBka onepaluonHoi cuctembl Microsoft Windows 8.1 1o jiokaiibHOM ceTH

YcranoBka nmporpaMMHoro odecrieuenust mocpeacrsom GPO MS Windows 2008

YcranoBka nmporpaMMHoro obecrieuenus o cpeacrsam GPO MS windows 2012

YcranoBka nmporpaMMHoro obecriedenust o cpeacrsam GPO MS windows 2016
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3. YCJI0OBUA PEAJIM3ALUU ITPOTI'PAMMBI TPO®PECCUOHAJIBHOI'O MO YJISA

3.1. TpeGoBaHusi K MUHUMAJIbLHOMY MATEPUHAIBLHO-TEXHUYECKOMY 00ecIedeHHIo

Kabuner «Crangaptuzanus, cepTUUKALUs M TEXHUYECKOE JOKYMEHTOBEACHHE», OCHAILEHHBIH B
COOTBEeTCTBUHU ¢ 1. 6.1.2.1. mpumepHO# oOpa3oBaTeapbHON TporpamMmbl 1mo crenuanbHocTu 09.02.06
CereBoe U CUCTEMHOE aJIMUHUCTPUPOBAHHUE.

Jlabopartopust «H(DOpMAITMOHHBIX TEXHOJIOTHI», OCHAIIIEHHAS B COOTBETCTBUH C I1. 6.1.2.3. mpuMepHO
obOpasoBarenbHO MporpamMmsl 1o crenuaabHocTH 09.02.06 CeTeBoe M CHCTEMHOE aIMUHUCTPUPOBAHHUE.

Macrepckas «MoHTaxa U HACTPOIKH 0OBEKTOB CETEBON MH(PACTPYKTYphI, OCHAIIEHHAsI B COOTBETCTBUHU
c1. 6.1.2.4. npumepHO#t 00pa3oBaTenbHOM porpammel 1o crerranbHocTH 09.02.06 CeTeBoe U cUCTEMHOE
aJMMUHHCTPUPOBAHUE.

OcHarniennpie 0a3pl MPAKTUKH, B COOTBETCTBUHM C 11 6.1.2.5 mpumepHoii 00pa30BaTeIbHON MPOrpaMMBI 110
crienaibHocTr 09.02.06 CeTreBoe ¥ CUCTEMHOE aJIMUHUCTPUPOBAHUE.

3.2. UnopmannonHoe odecnevenne peaju3auum NporpamMmbl

Jlna peanuzanuu nporpamMmbl OHMOIMOTEYHBIH (HOHA 00pa3oBaTeNbHOW OpraHU3alUU JOKEH HUMETh
NICYaTHBIE W/WJIHM AJIEKTPOHHBIE 00pa3oBaTebHbIe U MHPOPMALMOHHBIE PECYPCHI, ISl UCIIOJIB30BaHUS B
oOpa3oBatenbHOM Tiporiecce. llpu  gopmupoBanuu  OubIMOTEYHOro (oHIAa O00pa3oBATEIBHOMN
OopraHu3alnuu BI>I6I/IpaeTC$I HC MCHCC OAHOI'O M3AaHUA M3 MCPCUHUCIICHHBIX HUIKC IMEYATHBIX H3I[3HHﬁ u
(I/IJII/I) OJICKTPOHHBIX I/IBI[aHI/Iﬁ B Ka4CCTBC OCHOBHOI'O, ITPHU 3TOM CITMCOK MOKET OBITH JOIIOJIHEH HOBBIMHU
U3JIAaHUSIMHU.

3.2.1. OcHOBHBIE NT€YATHDBIE H3TAHUSA
1. MaeBa, C. I'. OcHOBBI CUCTEMHOTO aAMUHUCTPUpOBaHus U aaMuHucTpupoBanus CYB/l: yueOHo-

meroandeckoe rnocodue / C. I'. Jlaeea. — Mocksa: PTY MUPDA, 2021. — 75 ¢. — Texkcr:
9JIEKTPOHHBIN // JIaHb: anekTpoHHO-0MOAMOoTeyHas cuctema. — URL:
https://e.lanbook.com/book/171547

3.2.2. OcHOBHBIE 3JICKTPOHHbIC U3IaHUSA

1. bo6posckuii, B. . PacimpenHoe aqMUHUCTPUPOBAHUE CETEBOM ONEPAIMOHHON CHCTEMBI
GNU/Linux. JlokaipHOE cUCTEMHOE aJMUHUCTpUpOBaHue: yuebHoe nocooue / B. M. boOposckwii, A. B.
Maraes, E. 1. Xypasenb. — Canxt-IlerepOypr: CIIGI'YT um. M. A. bonu-bpyesuua, 2022. — 138 c. —
ISBN 978-5-89160-252-6. — TekcT: 21eKTpoHHBIH // JIaHb: 3JeKTPOHHO-OMOIMOTeYHAs CUCTeMa. —
URL.: https://e.lanbook.com/book/279176

Crnucku nutepaTypsl odopMIiIsitoTcs B andaBuTHoM nopsiake B cootrBeTctBuu ¢ [OCT P 7.0.100-2018
«bubnmorpaduueckas 3anuck. bubanorpapudeckoe onucanue. Oo1we TpeOOBaHUS U MTpaBUiIa
coctaByieHUs» (yTB. mpuka3zoM Ne 1050-ct @enepaabHOro areHTCTBa MO TEXHUYECKOMY PETyIHPOBAHHIO
u metposoruu (Poccrangaprom) ot 03 nexadbps 2018 roga).

3.2.3. JlonoJHUTeIbHbIE MCTOYHUKH (TP HEOOXOIUMOCTH )

1. Vitmun, A. I'. CeTeBoe 1 CUCTEMHOE aIMUHUCTpUpoBaHue. JlemMoHcTpannoHHbIN 3k3ameH KO/ 1.1:
yaeOHO-MeTouaeckoe mocoome ams cro / A. I'. Yitmun. — 3-e u3n., crep. — Cankr-IlerepOypr: Jlans,
2022. — 480 c. — ISBN 978-5-8114-9255-8. — Tekcrt: a5ekTpoHHbIH // JIaHb: 31€KTpOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/189420
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon n HaumeHoBaHue
IIK u OK,
(bopmMHpyEeMBIX B
paMKax MOAYJis

Kpurepuu onenku

MeTtobl OLICHKH

IIK 2.1. ITpunumats
MepBHI 110 YCTPAHEHHIO
cO0€B B OIEpaI[MOHHBIX
cucTeMax

Ornpenenenue
npodheCCHOHATILHOM 3a/1a4H U
9TaIll0B €€ BBIITOJIHCHU A

[K 2.2.
AJMUHUCTPUPOBATH
CETEBBIE PECYPCHI B
OTIepaIlMOHHBIX
cucTemMax

D¢ dexTruBHBI TOUCK
WHGOPMAIINH JIJIST PEIICHUS
npodeccroHaNbHOM 3a1a9u

Ornpenenenue pecypcoB st

[IK 2.3. OcyiiecTBasTh
cOOp AaHHBIX IS
aHaan3a
HCIOJIL30BAHUS
GYHKIIMOHUPOBAHUS
MPOrpaMMHO-
TEXHUYECKUX CPEJICTB
KOMITBKOTEPHBIX CETEMN

pelieHus npodeccruoHanbHON
3a/1a4u

O1eHKa «OTJIMYHOY -
TEXHHYECKOE 3a/[aHue
MIPOaHATM3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHUYECKOMY 33JIaHUIO U

[IK 2.4. OcyuecTBasiTh
MIPOBEICHHE
OOHOBJIEHUS
IPOrPaMMHOTO
obecreueHust
OTIEPAITMOHHBIX CUCTEM
Y TIPUKIIATHOTO
MIPOrPaMMHOTO
obecreueHust

IIK 2.5. OcyuiecTBisaTh
BBISIBJICHHE U
yCTpaHEeHUe
WHIUJICHTOB B
nporecce
(YHKIIMOHUPOBAHUS
OINEpPAIIMOHHBIX CUCTEM

O(I)OpMJ'IeH B COOTBCTCTBHH CO
CTaHgapTaMu, IMOSACHCHBI €TI0
OCHOBHBIC CTPYKTYPBbI.

O1eHKa «XOPOIII0Y -aITOPUTM
paspabortan, 0hOpMIIECH B
COOTBETCTBHUU CO CTaHIaPTaMHU
Y COOTBETCTBYET 3a/IaHUIO,
MOSICHEHBI €r0 OCHOBHbBIE

CTPYKTYpBHI.

OreHka «yJ0BJIE€TBOPUTEIHHOY
- QJITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/1aHUIO.

Dk3ameHn/3a4er B popme
cobeceIOBaHN:
MPAKTUIECKOE 3aJaHuE 110
MOCTPOCHHIO aJITOPUTMA B
COOTBETCTBUH C
TEXHUYECKHUM 3aJaHHUEM

DKkcrnepTHOE HAOIIOICHUE U
OlIeHKa Ha J1ab0paToOpHO -
NPAKTUYCCKHUX 3aHITUSX, TPH
BBITIOJIHEHUH PaboT 110
y4eOHOM U
MPOU3BOACTBEHHOMN
MPaKTUKaM

3aimuTa OT4ETOB 1O
MPAKTUYCCKUM U
JabopaToOpHBIM paboTam

WuTepnperanus pe3yibTaToB
HaOJr01eHui 3a
JeSITETbHOCTBIO
oOyuarolerocs B mporecce
OCBOCHMSI 00pa30BaTEIbHOM
IPOTPaMMBI

OK 01. Beibupath
CHOCOOBI pelIeHus
3a1a4
npodeccCuoHaNBHOM
JIeSTEIbHOCTH
NPUMEHUTEIBHO K
Pa3TUYHBIMU
KOHTEKCTaM

[TonGop BapraHTOB perieHus
KOHKPETHOU
npodeCCUOHAIBHON 3a/1auu
WM IPOOIIeMBbI

OneHka NoJHOTHI EPeYHs
10/100paHHBIX BAPHAHTOB

OK 02. Ucmonp30BaTh
COBpPEMEHHBIE CPECTBA
MOWCKa, aHAJIN3a U
MHTEpIpPETALMHI

JleMOHCTpaIusi HABBIKOB
WCIIOIb30BAHUS
WH(POPMAIIMOHHBIX MTOPTAJIOB B

CCTHU I/IHTCpHCT, BKJIIOYas

O1ieHKa MOJIHOTHI IEPEYHS
Mo1I00paHHBIX BApUAHTOB
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uHpOpMaLnH, 1
nH(pOpMaIMOHHBIE
TEXHOJIOTUH JUIS
BBITTOJIHEHUS 32144

oduIraTbHbIE
MH(POPMaIMOHHO-TIPABOBHIC
MOPTaTBI

npohecCHOoHABLHOM

JeATEIILHOCTH

OK 03. IlmanupoBarb u | [lemoHcTpauust UHTEpeca K VYyactue B MEPONPUATHAX
peann3oBBIBaTh BBIOpAaHHOM CHENNAIBHOCTH, K | (OJIMMIINA/IBI, KOHKYPCBHI
COOCTBEHHOE WHHOBAIIMOHHBIM TEXHOJIOTHSM | MPO(heCcCHOHAIBHOTO

npoeCCUOHATIBHOE U
JUYHOCTHOE Pa3BUTHE,
IPEANPUHIMATEIECKY IO
JCSITEIIbHOCTD B
npodeCcCuOHATBHON
cdepe, UCTIONIB30BAThH
3HaHUS 110 PABOBOH U
¢uHaHCOBOM
IpaMOTHOCTH B
pa3IMYHBIX KU3HCHHBIX
CUTYAIHSIX

B 00y1acTu MpodeCcCHOHATHHOM
JeSTEIIbHOCTH

MacTepCTBa, CTAXKHUPOBKH U
JIp.), TPOBOJIUMBIX KaK
00pa3oBaTebHBIM
3aBelIeHUEM, TaK U
BEAYIIUMH TIPEATIPUITUIMHI
oTpaciu

OK 04. O¢ddexruBHO
B3aUMO/ICHICTBOBATh U
paboTarh B KOJUIEKTHBE
U KOMaHjie

JleMOHCTpHpOBaTh HaBBIKU
MEXJIMYHOCTHOTO OOIIEHUS C
co0II0ICHUEM OOIEIPUHATHIX
IIPABUJI CO CBEPCTHUKAMHU B
0o0pa3oBarenbHOMN TPYIIIE, C
IIPEIo1aBaTe MU BO BpeMs
00yd4eHus1, C pyKOBOJIUTEISIMU
IIPOU3BO/ICTBEHHOM NMPAKTHKH

DKcTepTHOE HAOJIIOICHUE
MOBEJICHUECKUX HABBIKOB B
xoJ1e 00yueHust

OK 05. Ocy1ecTBasiTh
YCTHYIO U TUCbMEHHYIO
KOMMYHHKAITIIO Ha
roCyAapCTBEHHOM
s361Ke Poccniickoi
®denepalyv ¢ yueToMm
0COOCHHOCTEH
COIIMAIIEHOTO U
KYJIBTYPHOT'O KOHTEKCTA

JleMOHCTpaI1si HABBIKOB
IPAaMOTHOM YCTHOU U
MMACBMEHHOW pedn

DKCnepTHOE HAOII0ICHUE
HABBIKOB YCTHOTO H
MMCbMEHHOTO OOIICHUS B
X0JIe 00yUYeHHs

OK 06. IIposBasaTh
IpaXKAaHCKO-
NaTPUOTHYECKYIO
MO3UIIHIO,
JEMOHCTPUPOBATh
OCO3HAHHOE MOBEJICHUE
Ha OCHOBE
TpaJULIMOHHBIX
POCCUMCKUX TyXOBHO-
HPAaBCTBEHHBIX
LICHHOCTEH, B TOM
YHCIIE C YYETOM

dopMUpOBaHUE UYBCTBA
MaTpUOTH3MA,
IPa’KJaHCTBEHHOCTH,
YBa)KeHI/ISI K IIaMsiaTu
3ammMTHUKOB OTeyecTBa U
nojsuram I'epoes OTevecTna,
3aKOHY U MPABOIOPSIIKY,
YEJIOBEKY TPY/Ia U CTapIIeMy
MOKOJIEHHIO;

B3aMMHOTO YBa)KCHUS,
OEepeKHOTO OTHOIIIEHHUS K

rapMOHU3alun KYJbTYPHOMY HACJICIUIO U
MEXKXHAIIUOHAJIBHBIX U TpaguuusaM
MCKPCIIUTUO3HBIX

VYyacTtue B MEpONPUATHIX
MIaTPUOTHYECKOU
HaIIpaBIECHHOCTH, B
IIPOBEJCHUN BOEHHO-
CIIOPTUBHBIX UTD; y4acTUE B
Iporpammax
AHTUKOPPYILIUOHHOMN
HaIlpaBJIE€HHOCTH
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OTHOLLIEHUH, IPUMEHSATH
CTaHIAPTHI
AHTUKOPPYILIMOHHOIO
MIOBEICHUS

MHOT'OHAaIITUOHAJIBHOI'O HapOI[a
Poccuiickoit denepaiuu;

HETEPIIUMOCTH K
KOpPPYNLIMOHHBIM
MPOSIBICHUSAM

OK 07. ConeiicTBOBaThH

®opmupoBaHuE OEPEKHOTO

DKCTepTHOE HAOJI0ICHUE

COXPaHEHMIO OTHOLLIEHMSI K IPUPOJE U JIEMOHCTpallM{ HaBBIKOB
OKpY>Karollen Cpebl, OKpY’Kalollen cpeze COOJTIO/ICHHSI TTPABHIT
pecypcocOepexeHuto, 9KOJIOTUYECKOM
NPUMEHSTH 3HaHUS 00 0€301acHOCTH B BEICHUHU
U3MEHEHUHU KJIMMaTa, npodeccuOHAIBLHON
HPUHIUITBL JeSITeTTbHOCTH;
OepexIMBOro (dbopMHpOBaHKE HABBIKOB
IIPOU3BO/JICTBA, 3¢ dEKTUBHBIX JIeHCTBUH B
3¢ deKTUBHO Ype3BbIUAHBIX CUTYALMIX
JICCTBOBATH B

Ype3BbIUaiiHbIX

CHUTYAIHSIX

OK 08. Mcnonbs3oBaTh
cpencTBa GU3HIECKOM
KyJbTYPBI AJIs
COXPaHCHHUS U
YKpETIEHUS 3J0POBbS B
nporecce
npodeccuoHanbHOM
JESITCIIBHOCTH |
MOJJIEP>KaHUS
HE00X0JMMOT0 YPOBHS
buznueckoit
MIOJITOTOBJICHHOCTH

dopmupoBaHue 6epeKHOTO
OTHOIIIEHHUS K 3JOPOBBIO

YyacTue B CHIOPTUBHBIX
MEPOINPHUATHSAX, TPOBOJIUMBIX
00pa3oBaTeNbHBIM
YUpPEKICHUEM; BEJICHUE
3JI0pOBOT0 00pa3a >KU3HU

OK 09. ITonp3oBaThCs
npodecCHOHAIbHON
JTOKyMEHTaIuel Ha
rOCY/apCTBEHHOM U
WHOCTPaHHOM SI3BIKaX

JleMoHCTpanus yMeHHs
COCTAaBJIATH TCKCThI
JIOKYMEHTOB, OTHOCSIIIIUXCS K
npodecCuoHaNIbHON
NeSITeNIbHOCTH, Ha
roCy1apCTBEHHOM U
WHOCTPAaHHOM SI3BIKAX

DKcrepTHas OLeHKa
cOOTI0OICHH S TPABUIT
COCTaBJIEHUS IOKYMEHTOB
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S5JIMCT MW3MEHEHMMA W JONOJHEHWI, BHECEHHBIX B PABOYYIO

IMPOI'PAMMY

Ne HU3MCHCHUA, JaTa U3MCHCHUSI, Ne CTpaHULBbI C ©SMCHCHUEM

BbILJIO

CTAJIO

OcHoBaHue:

HOILHI/ICI) JIMIa BHECIICTO U3MCHCHU A
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