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1. OBIIIASI XAPAKTEPUCTUKA MPUMEPHOM PABOYEN ITIPOT' PAMMABI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA
«IIM.02 Opranu3anus ceTeBoro aIMMHUCTPUPOBAHUSA ONEPALMOHHBIX CHCTEM)

1.1. Heab ¥ niIaHupyeMble pPe3yJbTAThl 0CBOEHUS MPO(ECCHOHATIBLHOT0 MOYJIsI
B pesynbraTte nzyueHus npodeccuoHalIbHOTO MOAYJIS 00YYarOIUXCs T0JKEH OCBOUTH OCHOBHOM
BUJl JeATeabHOCTH OpraHusaius CETeBOro aJIMHHUCTPUPOBAHUS OIEPAIMOHHBIX CHUCTEM U
COOTBETCTBYIOIIIKE €My 00IIMe KOMIETeHIINHU, U TPOo(ecCOHAbHbIE KOMIIETEHIUU:

1.1.1. TlepeueHb 0OLIMX KOMIIETEHIUI

Kon HaumeHoBaHue 001X KOMIIETEHLIMHA

OK 01 | BriGupats criocoObl pemeHus 3a1a4 npohecCUOHAIbHON AeATEIbHOCTH
IPUMEHUTEIBHO K Pa3JIMYHbIM KOHTEKCTAM

OK 02 [ Mcnonb3oBaTh COBpEMEHHBIE CPEACTBA [TOMCKA, AHATIU3a U UHTEPIPETALUU
uHbopManuu, 1 UHPOPMALIMOHHBIE TEXHOJIOTUH JUIs BBIIOJIHEHUS 3a/1a4
poecCHOHATBHOM IeATEIIBHOCTH

OK 03 | I[InmanupoBaTh U peanu30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBHOE U TMUYHOCTHOE
pa3BHUTHE, IPEANPUHIMATEIBCKYIO IESTEIBHOCTh B PO ecCHOHATBHO chepe,
HCII0JIb30BaTh 3HAHUS 110 TPaBOBOM U (PMHAHCOBOM IPaMOTHOCTH B Pa3IMUHBIX
’KM3HEHHBIX CUTYaIHSX.

OK 04 | DddexkTuBHO B3aMMOCHCTBOBATH U padOTATh B KOJUICKTUBE U KOMAHJIC

OK 05 | OcymiecTBiasATh YCTHYIO M IMCBMEHHYIO0 KOMMYHHKAIIMIO HA TOCYAAPCTBEHHOM S3BIKE
Poccuiickoit @enepanuu ¢ yueTroM 0COOEHHOCTENW COLMAIBHOTO U KYJIbTYPHOIO
KOHTEKCTa

OK 06 HpOHBHHTL TPaXXKJAAHCKO-TIATPUOTUYCCKYIO MTO3UIIUI0, JIEMOHCTPUPOBATE OCO3HAHHOC
MMOBCACHNE HA OCHOBC TpaAULIUOHHBIX pOCCHfICKI/IX AYXOBHO-HPAaBCTBCHHBIX
HCHHOCTeﬁ, B TOM YHUCJIC C YUCTOM Ir'apMOHHU3alIUN MC)KHAINOHAJIbHBIX U
MCKPCIIUTUO3HBIX OTHOHIGHI/If/'I, MNPUMCHATH CTAHAAPTBI aHTUKOPPYIIITUOHHOT'O
ITOBCACHUA

OK 07 | ConeiicTBOBaTh COXpPaHEHHUIO OKPYXKAOILEH cpelibl, PecypcocOepekeHuIo,
IMIPUMCHATH 3HAHUSA 00 U3MEHEHHNH KJIMMaTa, MpUHIOUIIbL 6ep€}KJ'II/IBOFO
MPOU3BO/ICTBA, 3P (HEKTUBHO ACHCTBOBATH B UPE3BBIYAMHBIX CUTYaLUAX

OK 08 | Mcnonb3oBarh cpeicTBa (U3NYECKOM KyJIbTYpbl JJIsl COXPAHEHUS U YKpEIUICHUs
3I0pOBbsl B Iporecce MNpo(ecCHOHANBHOM JIEATENIbHOCTH W MOJAJEpIKaHUs
He00X0IUMOr0 YpOBHS (PU3HMUECKOM MOArOTOBIEHHOCTH

OK 09 | ITonb3oBaThCs mpodeccuoHaNbHON JOKYMEHTAIMEeW Ha TOCY1TapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX

1.1.2. [lepeyensb nmpoeccuOHATbHBIX KOMIETEHIHHA



Kon HaumeHnoBanue BUIOB I€ATEIHHOCTH U MPOPECCHOHATBHBIX KOMITETEHITHIHA

BJA1 Opranu3anus ceTeBoro aIMMHUCTPHPOBAHMS ONIEPALMOHHBIX CHCTEM

[K 2.1 Ilpunumams mepvl no ycmpanenuro co0e6 6 ONePayuoOHHbIX CUCHEMAX

1K 2.2 AIMUHHCTPUPOBATh CETEBBIE PECYPCHI B ONIEPALMOHHBIX CUCTEMAX

IIK 2.3 OcymiecTBiATh COOp NaHHBIX /IS aHATIU3a UCTIOIB30BaHUs M (PYHKITMOHUPOBAHMS
MIPOrpaMMHO-TEXHUUYECKUX CPEACTB KOMIBIOTEPHBIX CETEH

IIK 2.4 Ocy1iecTBIIATh MPOBEICHUE OOHOBJICHHSI IIPOTPAMMHOT0 00CCTICUCHHS
OTIEPAITMOHHBIX CUCTEM M MPHUKJIAJHOTO MPOTPAMMHOI0 00eCIICUCHHUS

I1IK 2.5 OcCy11ecTBIIATD BBISIBJIEHUE U yCTPAHEHUE UHLIUJECHTOB B ITPOLIECCE

(YHKIIMOHUPOBAHUS ONEPAITIOHHBIX CUCTEM

1.1.3. B pe3ynbpTaTe 0OCBOSHHsI MPOPECCHOHAIBHOTIO MOYJIsl 00YUaOLIUICS TOKEH:

Bnanerr HaBbiKaMu - BOCCTaHOBJICHHMS  MapamMeTpoB NpPU  MOMOIIM  CEPBEPOB

apXMBUPOBAHMS U CPEICTB YNPABICHUS CIEUUATU3UPOBAHHBIX
OIIEpPAIMOHHBIX CUCTEM CETEBOT0 00OPY10BAaHUS;

- 3alyCKa, MOHHUTOPMHIAa M KOHTPOJISI MPOUEAYpPbl YCTaHOBKH
MPUKIAJHOTO  IPOrpaMMHOro  oOecrnedyeHuss Ha  KOHEYHBIX
yCTPOMCTBAX MOJIB30BATENEH U/UIIH CEPBEPHOM 000PYI0BAHUY;

- BBIIOJIHEHUS  PE3EPBHOIO  KOIHUPOBAHUSA  [POrPAMMHOIO
oOecrieueHrs TEXHHUYECKHX CpPEICTB, IOMAJaloMMX B 00JacTh
MOTEHLIMAJIBLHOTO JOMEHA BOZHUKHOBEHUS c004;

- BBINOJHEHHS  OOHOBJEHHS  MPOTPAMMHOTO  OOecreueHUs
TEXHUUYECKUX CPEACTB COIJIACHO MHCTPYKLIUU;

- COTMOCTaBJICHHE aBapUITHON MH(OPMALIUU OT Pa3IMYHBIX
yCTPOHCTB HH(OPMAITIOHHO-KOMMYHHUKAIIHOHHON CHCTEMBI;
JIOKaJIu3alMsl OTKa30B B CETEBBIX YCTPOMCTBAX M OINEpPALMOHHBIX
CUCTEMAX;

- BBISIBJICHHSI U OTIpezieNieHus: COOEB M OTKA30B CETEBBIX YCTPOMCTB, U
OTIEPAI[MOHHBIX CHUCTEM;

- YCTpaHEHUSs MOCIEACTBUN cOOEB U OTKA30B CETEBBIX YCTPOUCTB U
OIEpAIMOHHBIX CUCTEM

YMmern

- UACHTU(UIMPOBATh U OLIEHUBATb  CTENEHb  KPUTHUYHOCTH
WHIUJCHTOB, BO3HUKAIOIIUX TIpH  YCTAaHOBKE U  pabore
IPOTrPaMMHOT0 00ecTIeYeHNs1, U IPUHUMATD pEIlIeHHE 110 H3MEHEHHIO
POLEAYPhl YCTAHOBKH;

- HCII0JIb30BATh COBPEMEHHBIE METO/IbI KOHTPOJIS
IIPOU3BOIUTENILHOCTH MH(OPMaLMOHHO-KOMMYHHKAITUOHHOM
CHUCTEM;

- JIOKaJIM30BaTh OTKAa3 U MHUIIMUPOBATh KOPPEKTUPYIOIINE IEHCTBUS;
- paboTath ¢ cepBepaMu apXUBUPOBAHUS U CPEACTBAMH YIIPABICHUS
OTIEpPAI[UOHHBIX CUCTEM;

- TIOJIb30BAaTbCsl HOPMATHUBHO-TEXHUYECKON JOKyMEHTAlMEW B
o0nacTu HH()OKOMMYHHUKAIIMOHHBIX TEXHOJIOTU;

- HCNOJb30BaTh PA3JIMYHBIE CPEJICTBA M PEKHUMBI YCTAaHOBKU U
OOHOBJIEHHMSI ~TIporpaMMHOro  oOecnedeHus HHPOPMAIMOHHO-
KOMMYHHMKAIIMOHHOM CHUCTEMBI, B TOM YHUCJIE aBTOMaTHUYECKHUE;

- BBINOJHATH  IUIAHOBOE  ApXUBUPOBAHHWE  MPOTPaAaMMHOIO
o0ecreyeHts MoJIb30BaTEIbCKUX YCTPOMCTB COMNIACHO IrpaduKy

3HaTh

- NPUHLMIBI (PYHKIMOHUPOBAHUS alllapaTHBIX, MPOTPaAaMMHBIX U
IIPOrpaMMHO-ANIMAPATHBIX CPEACTB aAMUHUCTPUPYEMOH CETH;




- apXHUTEKTYphl allapaTHBIX, IMPOTPAMMHBIX M MPOTPAMMHO-
anmapaTtHbIX  CPEJICTB  aJMUHHUCTPUPYEeMOl  MH(pOpPMAIMOHHO-
KOMMYHHKAITMOHHON CHCTEMBI,

- TUIEH3UOHHbIE TPEOOBAHUS 110 HACTPOHKE YCTAHABINBAEMOTO
MIPOrPaMMHOI'0 00ECTICUCHHS;

- TUMOBbIE NPUYUHBI MHLUJCHTOB, BO3ZHHUKAIOUIMX IPH YCTAaHOBKE
MPOrPaMMHOTO O0OECTICUEHUSI;

- TUIOBBIE MPOLEAYPHl U CTAaHAAPTHI OOHOBIIEHUS MPOTPAMMHOTO
o0ecrieueHns TEXHUUECKUX CPEACTB;

- JIMUEH3UOHHBbIE TpeOOBaHMS 1O HACTPOilKE OOHOBIIEMOTO
MPOrPaMMHOTO O0ECTICUeHUS;

- peraaMeHThl IPOBeAeHHS MPOPIIAKTUUECKUX padoT Ha

aIMUHUCTPUPYEMOU MH(POPMALMOHHO-KOMMYHHUKAIIMOHHOM
CUCTEME;
- TpeOOBaHUS OXpaHbl TPyAa NpU paboOTe C CETEBOW ammaparypoii
aIMUHUCTPUPYEMOU MH(POPMaLMOHHO-KOMMYHHKALIMOHHOM
CHUCTEMBI

1.3. PexomeHayemMoe  KOJHYECTBO YacOB HAa  OCBOGHHE  IPOrpaMMbI
npo¢eccuOHAIBLHOI0 MOTYJISA:

Bcero — 684 yaca, B TOM 4HCIE:

MaKCUMaJIbHOU yueOHOM Harpy3ku oOydatomierocs — 432 yaca, BKITIOYas:

00s13aTeNbHOM ayIUTOPHON yueOHOM Harpy3ku o0ydaromnierocst — 28 4acos,

CaMOCTOSITeNTbHON paboThl o0yyaromerocs — 392 vaca,

POMEXKYTO4YHas aTTecTanus — 12 4acos;

yueOHoM npakTuku — 144 yaca;

MIPOU3BOICTBEHHOM npakThki —108 yacos.



2. CTPYKTYPA U COAEP KAHUE ITPOPECCUHOHAJIBHOT'O MOAY JIsA
2.1. CrpykTypa npoecCHOHAIBLHOT0 MOXYJISI

O06BeM npoecCHOHATFHOTO MOIYJIA, aK. Yac.
O6yuenne mo MJIK [TpakTuku
Konpt B ToM uncine
npogeccnona HanmeHoBaHus pa3aenosn Beer = .| 5 3 5 §
JBHBIX U o, XE| G 4 & = =
PO ECCHOHATHHOTO MOIYJIS 2] ad A8 g 3 w )
o0mumx Jac. = E 31 &9 s =| 28 8 2
KOMITETEHIIUM g S B E b5 % 8 ;* g % 2
° S H R g g < o O =) Q
Sl &%) 88 8% ZE & 8
SE| 572 | &° 5
= = | S = £
1 2 3 4 5 6 7 8 9 10
K 2.1-2.5 | MJIK 02.01. AnMUHUCTpUPOBaHHUE 4
OK 01-09 CETEBBIX OIEPALMOHHBIX CUCTEM 144 4 - 1132 | 4
MJIK 02.02. ITporpammuoe 5 144 4 4 - l132 | 4
obecreueHre KOMITBIOTEPHBIX ceTei
MJIK 02.03. Opranuzanus 4
aJMHUHHUCTPUPOBAHNS KOMIIBIOTEPHBIX 144 4 4 | 128 | 4
CHUCTEM
Y4eOHas IpaKkTHUKa, 9acoOB 144 144
[IpousBoacTBeHHAs NPaKTUKA (TI0 108 108
MPOMUITIO CTIEMATBHOCTH), YaCOB
Bcero: 684 | 12 12 4 | 392 | 12 | 144 | 108




2.2. Conep:xxanue o0yuenus no npodgeccuonaiabuomy moaysao [IM.02 OPTAHU3SAIIUA CETEBOI'O AIMUHUCTPUPOBAHMU S

HaumeHoBaHMe pa3aesioB
U TeM
npogeccuoHAJIBLHOI0
moayas (ITM),
MEKTUCHUITIMHAPHBIX
kypcoB (M/IK)

Conep:xanue yueOHOro MaTepuaa,
JadopaTopHble padoThI M MPAKTHYECKHE 3AHATHS, CAMOCTOATEIbHAS yueOHasi padoTa
o0yualonuxcs, KypcoBasi padora (IpoeKT) (eciu npedycmMompensi)

0O0néM
B yacax

Koanl
KOMIIeTEeHIIHIA,
(¢opmupoBanu

10 KOTOPBIX
Crnoco0cTByeT
3J1eMEHT
NPOrpaMMbl

1

2

w

azgea 1. MJIK.02.01. ATMMHHCTPMPOBaHME CETEBBIX ONEPANIMOHHBIX CUCTEM

Tema 1.1 YcTanoBka u
HacTpoiika Windows
Server 2012 R2

Cooepircanue

1

Jleknus. PazgepToiBanue u ynpapiaenue WindowsServer 2012 R2

O630pWindowsServer 2012R2. VYcranoBkaWindowsServer 2012R2. Hactpoiika WindowsServer
2012R2 mocne ycranoBku. O030p 3amad mo ympaeineHnro WindowsServer 2012R2. Brenenue B
WindowsPowerShell

CamocTrosiTesibHas1 paGoTa o0yualonierocsi. Beenenue B jomennsie cepBuckl Ciyx0b1 Karanora
Beenenue B AD DS. O030p ¢yHKIHMI KOHTpOIIepa ToMeHa. Y cTaHOBKa KOHTPOJUIEpa JOMEHa

CaMmocTrosiTeJibHAasi padoTa o0yyaromerocsi. YrnpanieHHe 0ObeKTaMU JOMEHHBIX Clyxk0O CiyxObl
Karainora

VYipaBieHUe y4ETHBIMU 3alMCSIMU I10JIB30BATENICH. YIIPABIEHUE IPYIIIaMHU. Y IIPABICHUE YYETHBIMU
3aMHACIMHU KOMIBIOTEPOB. JleernpoBanye aAMUHUCTPATUBHBIX 3a/1a4

CamocTrosiTelbHasi padoTa o0yuaromerocsi. ABTOMAaTH3aIUs aIMHUHHCTPHUPOBAHHUSA JTOMEHHBIX
ciyx0 Cnyx0b1 Karanmora

Hcnonp3oBanue CpeiCcTB KOMAHIHOW CTPOKH s angmuHucTpupoBanus AD DS. Hcmonp3oBanue
WindowsPowerShell nns aqgmunnctpupoBanus AD DS. Ilpou3ssenenrne MHOKECTBEHHBIX OIEPaIIdi C
ucnoab3osanneM WindowsPowerShell.

CamocTrosTenbHasi padoTta odyuarouierocs. [Ipumenenne nporoxosa DHCP
VYcranoska poxun DHCP cepsep. Hactpoiika DHCP o6nacreii. Ynpasnenue 6azoii qanasix DHCP.
3amura u Mmoautopunr DHCP

CamocrosiTeibHas padora o0yuaromerocsi. [Ipumeneane DNS
[porecc paspemenust umeH B Windows. YcranoBka cepeepa DNS. Ypasnenue 3onamu DNS

CamocrosiTeqbHast paboTa odyqaromerocsi. [I[puMeHeHe TOKaIbHOIO XpaHMINIA JaHHBIX
O0630p MeTOI0B XpaHEHH JaHHBIX. YTpaBlieHHE TUCKaMU U ToMaMu. Mcronp30BaHne npoCTpaHCTB
XPaHECHMS

CamocTrosiTesibHasi pa6oTa odyuamomierocsi. [Ipumenenne ¢aiiioBoii ciry:KObI U CTY:KO0bI MEYATH

K 2.1-2.5
OK 01-09




3ammra (haiiIoB ¥ MaroK. 3amuTa marnok cpeacTBaMu TeHEeBOTo KonupoBanus. HacTpoiika Pabounx
nanok. Hactpoiika ceTeBoil neyaTu

CamocrosiTeqibHasi pa6oTa odyuaromerocs. [IpuMmeHeHe rpynnoBoi MOJIUTUKA
00630p rpynnosoit nonutuku. OOpaboTKa TPYNIOBBIX MOJUTHK. [IprMeHeHue IEHTPaIM30BaHHOTO
XpaHWIUIIA A TIMHHACTPATHBHBIX MIA0JIOHOB

10

CamocrosiTeibHasi padora oOyuyawmerocs. 3ammura cepBepoB Windows mnpuMeHeHHEM
00BEKTOB I'PYNIOBOI MOJIUTHKHA

O0630p Oe3omacHOCTH oOlepaloHHBIX cucteM Windows. Hacrtpoiika mapameTrpoB 0e30MMacHOCTH.
Orpannuenne npukiaaaoro [10. Hactpotika Opanamayspa Windows ¢ pacmupeHHOM 0€301MaCHOCTBIO

11

CamocTrosiTesibHasi paGoTa odyuarouierocs. [Ipumenenue cepsepHoii BupTyanuzanun ¢ Hyper-V
0630p TexHonoruit Bupryanuszanun. [I[pumenenneHyper-V. YnpasieHne XpaHUIHIEeM BUPTYaITbHBIX
MallyH. YTpaBieHHe BUPTYaIbHbIMU CETIMHU

K 2.1-2.5
OK 01-09

Tema 1.2
AMMHHCTPHPOBaHHE
WindowsServer 2012 R2

Cooeporcanue

1

Jlexknusi. Hactpoiika u ycrpaneHue HenoJaaok ciry:x0b1 DNS
Hacrpoiika cepsepnoii ponu DNS. Hactpoiika 305 DNS. Hactpoiika nepenauun 30061 DNS.
VYnpasnenue ciyx00ii DNS 1 ycTpaneHne Hemoagok

CamocrosiTeqibHasi padoTa odyuaromerocsi. [Togaepkka moMeHHbIX ciry:x0 Ciyx0Obr Karanora
O630p AD DS. Hcrnons3oBaHWe BHUPTyaTU3WPOBAHHBIX KOHTPOJUIEPOB MoMeHa. llpuMeHeHue
KOHTPOJIJIEPOB JIOMEHa ¢ JAO0CTynmoMm Toibko Ha uteHne (RODC). AnmuuuctpupoBanue AD DS.
Yupasnenue 6a3oii ganaeix AD DS

CamMmocTrosiTesibHasi padoTa o0yuarouierocsi. YnpasjieHHE H0JIb30BATEIBCKIUMU U CITY>KEOHBIMU
YYETHBIMH 3aMHACIMHU

Hacrpoiika [Tonmutrku naponeii u [Tonntrku 610KHPOBKY ydeTHOU 3anucu. HacTtpoiika
YpasisieMoil ciTy:ke0HOHM YIETHOU 3auCH

CamocTrosiTesibHas1 padoTa o0yuarouerocsi. Buenpenue nappacTpyKrypsl [ pynmnoBbIX MOJTUTHK
O630p I'pynmosoii nmonutuku. Baenpenne u agmuHucTpupoBanue ['pynmnoBbix noautuk. OOmacTs
JEWCTBUSL M TOPSIOK 00paboTKM [pymmoBbIX MONMMTHK. YCTpaHEHHE HEMOJIQJ0K NPUMEHEHHS
['pynnoBeIX NOJIUTHK

CaMmocrosiTesibHAasi padora oOyuyaionierocsi. YIpaBJI€HUE I0JIb30BATEIbCKHUM Pa0OYMM CTOJIOM
yepes I 'pynnoByro MNOJIUTHKY

[Mpumenenne  AIMUHHCTpaTHBHBIX  1mabjgoHOB. Hacrpoiika  NpuMEHEHHsT  CKPHUITOB U
nepeHamnpasieHuss manok. Hacrtpoiika npennoutennit B ['pynmnoBod monuTHKe. YTpaBieHHE
MporpaMMHBIM obecnieueHreM depe3 ['pynmnoByro MoJUTUKY

CamocTtosiTeqbHasi paboTa o0y4aronierocsi. Y CTaHOBKa, HACTPOMKA U YCTpaHEHHE HEMOJIAI0K POJIH
Cepsep CeTeBoil TOTUTUKH.

VYcranoBka u Hactpoiika ponn Cepsep CereBoil momutuku. HacTpolika KJIMEHTOB M CEPBEpOB
RADIUS. Metoap! MpOBEPKH IMOTMHHOCTH cepBepa CeTeBoi MOJUTHKA. MOHUTOPHHT U YCTpaHECHUE
Heronanok poau Cepep CeTeBOM MOTUTHKH

K 2.1-2.5
OK 01-09




CamocTrosiTesibHasi padoTa o0yuaroumierocsi. IlpumMeHeHne 3alUUThI 10CTYNIA K CETH

O630p 3ammthl moctyna K cetd (NAP). O030p mpomecca mpuMeHEHHS 3aIlUThl AOCTYIA K CETH.
Hactpoiika NAP. Hactpoiika nmpumenenuss NAP uepe3 nmpunyaurensusle [PSec B3aumoneicTBus.
MOHUTOPUHT U yCTpaHeHHe Henosnagok NAP

CamocTrosiTeqibHasi paGoTa odyualouierocsi. Vicnons3oBanne y1ajJeHHOTO TOCTyTIa

O0630p TeXHOJIOTUH YAAJICHHOTO TocTyma. BHenpenue Texnonorun DirectAccess ¢ MOMOIIBIO MacTepa
HavyaJlbHOW HACTpOiiku. BHeapeHue u ynpamieHue pacuiupeHHoi uHppacTpykTypoit DirectAccess.
Brenpenne VPN. Baenpenne WebApplicationProxy

Jexuusa. OnTumusanus (pailjioBbIX CEPBUCOB

0030p aucrieTyepa pecypcos daitsioporo ceppepa — FSRM. Mcnonb3oBanne FSRM myist ynpasneHust
KBOTaMu, q)al\/'IJIOBbIM OKpaHHUPOBAaHHUEM U OTUCTAMH I10 HMCIIOJIB30BAHHUIO XpaHWJIMIIA. HpI/IMCHCHHe
knaccuduranuu ¢GailioB W 3amady mo ynpasieHuro ¢aittamu. O030p pactupeneneHHON (ainoBoit
cuctembl DFS. Hactpoiika nmenoBanHoro npoctpanctBa DFS. HacTpoiika u ycTpaneHue Henoaaaok
permukanuu DFS

10

IIpakTuyeckoe 3ansaTue. HacTpoiika mmuppoBanus u pacliMpeHHOro ayuTa
[Indposanne arckoB ¢ ncnonszoBanreM BitLocker. llIndposanne daiinos ¢ ucnonpzoBanuem EFS.
Hactpolika paclIupeHHOro ayuTa.

11

CamocTrosiTesibHasi paGoTa o0yualonierocsi. PazsepTeiBaHNe U MOAJCPKKA CEPBEPHBIX 00pa30B
O0630p cinyx0bl pa3BepTbiBanus Windows. Ynpasnenue oOpazamu. [IpuMeHeHne pa3BepThIBaHUS C
MOMOIIBIO  CITY’)KOBI pasBepThiBaHus Windows. AIMHHUCTPUPOBAaHHE CIY)KOBI pa3BepTHIBAHUS
Windows.

12

CamocTrosiTennbHasi paboTa odyuaromerocsi. Bueapenue ynpasieHus: 0OHOBICHUAMU
0630p WSUS. PasseprriBanue 00HOBIeHHH nocpeacTBoM WSUS

13

CamocrosiTesibHas padoTa o0yuaroumerocsi. Monuropuar WindowsServer 2012
CpencrBa Mmorutopunra. Mcnons3zoBanne MoHHTOpa MPOU3BOUTENEHOCTH. MOHUTOPHHT JKYPHAJIOB
COOBITHH.

14

CamocTrosiTeqbHast paboTa 00y4aromerocsi.
YcranoBka u noaroroska WindowsServer 2012
[1naaupoBanue u pazsepteiBanue AD

Hactpoiika u ycTpaneHue Henojanok ciayx0st DNS

15

CamocrosiTeqpHast pabota odyqaromerocs. [lonnepxxka ADDS

16

CamocrosiTeTbHAS paﬁora oﬁyqammerocm ynpaBJ’ICHI/IC IIOJIB30BaTCIIbCKUMHU U CJ'Iy>Ke6HLIMI/I
YUYCTHBIMHU 3aITUCAMU

17

CamocTtosiTenbHasi paboTa odyuaromerocsi. Buenpenue nappacTpykTypsl. [ pynmoOBBIX TOTUTHK

18

CamocrosiTeibHasi padora oOyuyaiouierocsi. YIpaBiI€HUE I0JIb30BATEIbCKUM Pa0OYMM CTOJIOM
yepes I'pynnoByro NOJIUTHKY

19

CamocrosiTeibHAasE padora oOyuaromierocsi. YcraHoBka u Hactpoiika posmm Cepsep CereBoid
TTOJINTUKH

MK 2.1-2.5
OK 01-09
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20 | CamocTosiTeJbHas padora odyuaromierocs. [IpuMeHeHNE 3alUThI TOCTYIA K CETH IK 2.1-2.5
21 | lIpakTnyeckoe 3aHaTHE. BHeapenne TexHonoruu DirectAccess ¢ MOMOIIBIO MacTepa HayadbHOH OK 01-09
HACTPOUKHU
PasBepThiBaHME pacpeHHON HHPpacTpyKTyphl DirectAccess
Buenpenune VPN
Brenpenne WebApplicationProxy
Hactpoiika Kot u daiinoBoro skpanupoBanns B FSRM
22 | CamocTosiTesqibHAsA padoTa o0y4arouerocs. [Ipumenenne DFS
23 | CamocTosiTesqbHas paboTa odyuaronierocs. Hactpoiika mudpoBaHus v paciiupeHHOTo ayIuTa
24 | CamocTosTeabHas padoTa odyuawomierocs. Vicronp3oBanne ciayx0bl pa3BepThiBanus Windows s
pasBepTeiBaHusg WindowsServer
25 | CamocTosiTesibHAsA padoTa o0y4alonierocsi. Buenpenue ynpasneHusi 0OOHOBICHUSMH
26 | CamocTosiTeabHas padora odyuaronierocsi. Monutopuar WindowsServer
Tema 1.3. OcuoBbl Linux. | Codepscanue
1 | CamocTrosiTeqibHAsi paGoTa 00y4YaroIerocsi. K 2.1-2.5
OcnoBsl Linux. 3uakomctBo ¢ VMWarevSphere. OK 01-09
2 | CamocTosiTeqibHas paboTa odyuaromerocs. @aiinosbie cuctembl OC Linux
daitnossle cuctembl OC Linux. Co3anue u pa3MeTKa )EeCTKOTO JINCKa
3 | CamocTosiTenbHas padoTa odyuaromerocs. [logroroska cepsepa OC Linux
BapuanTsl yctanoBkH. PezepBHoe konupoBanue. Coznanne CHUMKOB. PazMeTka )KeCTKOro IMCKa.
4 | CamocrosiTeibHas padora o0yuaromerocsi. Hacrpoiika web-cepsepos B OC Linux
[Ipotokon HTTP. Be6-ceprep Nginx. O6paTHOe mpokcrpoBanue B Nginx.
5 | CamocrosiTeabHas padora odyuarwmerocs. Hacrpoiika cepsepa DNS B OC Linux
[Tporokoa DNS
6 | CamocrosiTesbHasi padoTa odyuaromerocsi. Hacrpoiika cepsepa DHCP B OC Linux
[Iporoxon DHCP
7 | CamocTrosiTeqbHasi pa6oTa obdyuaronierocsi. Hacrpoiika daiinossix cepsepoB B OC Linux
[Tporokon FTP. daiinosast cuctema NFS. daiinossrii cepBep Samba.
8 | CamocTosiTesqibHas padoTa odyuaromerocs. Hactpoiika cepsepos B/l B OC Linux
CYBJl MySQL. CYBJI MongoDB
9 | CamocTosiTeabHas padora odyuarmerocs. Konreiinepsr Docker
Konreitnepst Docker.CriocoOslI cBsizu koHTeiHEpoB Docker.
14 | CamocTtosiTenbHast padora odyuaromerocsi. [lonroroska cepsepa OC Linux
Hactpoiika web-cepsepos B OC Linux
Hacrpoiika cepsepa DNS B OC Linux
15 | CamocronTeabHast padota odyuaromerocs. Hactpoiika cepsepa DHCP B OC Linux.
Hacrpoiika cepepos bB/] 8 OC Linux

11



IIpoMe:xxyTouHas arrectamus (JK3aMeH)

Bcero mo MJIK yacos

144

Y4yeOHas NPaKTHKA

72

IIpou3BoacTBeHHAsI NPAKTHKA

36

Paznen 2. MJIK.02.02. IIporpaMMHoe o0ecniedyeHrne KOMIbIOTEPHBIX ceTeil

Tema 2.1. Peanuzanus
KJIHEHTCKOI

HH(PPACTPYKTYPHI

Cooepocanue

1

Jleknus. OneHka u onpeejieHne NapaMeTpoB pa3BepThiBaHus KiaueHTcknx OC

0O0630p KU3HEHHOTO HKJIA KIIMEHTCKUX KOMITBIOTEpOB npeanpustus. OueHka 000pyJ0BaHUs U
TOTOBHOCTH HH(PACTPYKTYPHI K pa3BepThiBaHnto KiueHTckux OC. O030p METOI0B pa3BepTHIBAHU
kmeHTckux OC B cpefie opranu3anuy. TeXHOIOTHH TNIIEH3NOHHOW aKTUBAIIUH JIJISl KITMEHTCKUX
KOMIIBIOTEPOB B opranu3aiui. [InanupoBanue crpareruu pasBeptbiBanus knueHTckux OC. Coop
JTaHHBIX 00 nHbpacTpykType. Peanmzamms perieHns JTUIeH3MOHHON aKTHBAIHN

CamocrosiTeibHasi padoTa o0yuaromerocsi. [[manupoBaHne cTpaTeruy yrpapieHUs oOpa3aMu
0030p popmaros o6paza Windows. O630p cpeacTs ynpasienus odpasamu (ImageManagement).
OueHka 6u3Hec-TpeOOBaHMM [UIsl MOICPIKKH CTPATETUH YITPaBJICHHs 00pa3aMu.

CamocTrosiTennbHasi paboTa odyuaronierocsi. Peannzanus 6e30macHOCTH KITHEHTCKUX CUCTEM
Peamuzanus neHTpann3oBaHHOTO penieHus mo 0e3onacHocTr kireHTckux OC. [lmannpoBanue u
peanmuzanus BitLocker. [TnanupoBanue u peanuzanus mudposanus ¢ momombio EFS. Hacrpoiika
6e3onacHocty kimeHTckux OC ¢ MOMOIIBIO TPYNIOBOM monuTHKH. Hactpoiika mmdpoBanus aucka
¢ nomomsto BitLocker. Peanmnzanus pemenus nenrpanu3oBanaoro ympasieHnus EFS. Peanmzanus
pelIeHus Jisl BoccTaHOBIIeHUs (aiiios, 3anunieHHbIX EFS.

CamocTtosiTenbHasi paGoTa odyuaronierocsi. 3axsat M ynpapJjeHue odpazamu kaneHTckux OC
0630p Windows ADK. Ynpasnenue cpenoit npexycranoBkn Windows (Windows PE). Coznanue
nucxonHoro obpasza ¢ nomouipo Windows SIM u Sysprep. 3axBaT 1 00CITy>KUBaHUIO 3TAJIOHHOTO
oOpasa. Hactpoiika u ynpasienue ciyx00it pazseprbiBanust Windows
(WindowsDeploymentServices). Hactpoiika Windows PE. YcraHoBka 3TaioHHOTO KOMIBIOTEPA C
nomMo1Isio Qaiina orBeToB. O0paboTKa STAIOHHOT0 KOMIBbIOTEPa ¢ moMoIbio Sysprep. Co3nanue
(atina orBeroB ¢ nmomoriipio Windows SIM. YcraHoBKa 3TalIOHHOTO KOMIIbIOTEPA ¢ IMTOMOIIIBIO (aiiia
otBeToB. OOpaboTKa ITAIOHHOTO KOMIThIOTEpA € TIOMOIIbI0 Sysprep. Services [TnanupoBanue cpeibi
WindowsDeploymentServices. YcranoBka u HacTpoiika cepBepHoii ponrt WDS. 3axBaT 3TalioHHOTO
oOpa3za ¢ momorpio WDS. Pa3sepreiBanne o0pasa ¢ momornipio WDS

CamocTtosTenbHasi paboTta odyuarouierocs. [ltannpoBanue u peaan3aisi MUTPalliu
10JIb30BATENBCKOM Cpeibl

00630p c10co00B MHUTpaIIK OJIB30BATENBCKON cpebl. [lmannpoBaHre MUTpauy
TIOJIb30BaTENBCKOM cpeapl ¢ momoribio USMT. Murpaiiust COCTOSIHUS TIOTTB30BATENS C TIOMOIIBIO
USMT. [1nanupoBaHue MUTPALIMH MTOJIb30BATENBCKOM cpebl. Co3aanue u HacTpoiika XML-daiinos
USMT. C6op maHHBIX U BOCCTaHOBJIECHUS Mpodhuisd nonb3oBaTens ¢ nomouisio USMT. BrimonHenue
MUTPAIIUH C CO3/IaHUEM JKECTKUX CCBUIOK

K 2.1-2.5
OK 01-09
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CamocTrosiTeibHas padoTa o0yuaromerocsi. [ImanupoBanne n pazsepreiBanue KmeHTCKuX OC ¢
momonrsio Microsoft Deployment Toolkit

ITnanuposanuecpenst Lite Touch Installation. Peanuzanust MDT 2012 st Lite Touch Installation.
WuTerpamnus cayx6 passepreBanust Windows ¢ MDT. IlnanupoBanue cpenst LiteTouchlInstallation.
Yceranoska MDT 2012 u Heob6xomumbIx komnoHeHToB. Co3nanue u Hactpoitka MDT 2012
DeploymentShare. PaspepTreiBanue u 3axBat oopasa stanionnoit OC. Uurerparus WDS ¢ MDT 2012
Juist obecrieueHus Bo3MoxkHocTel 3arpy3ku PXE.

CamocTrosiTeqbHasi padoTa odyuaromerocsi. [ ltannpoBanue u pa3sepreiBanue kiueHTcknx OC ¢
momomrsio SystemCenterConfigurationManager 2012

[TnanupoBanuecpeasiZeroTouchinstallation. Tloaroroska caiita mist pazseptbiBanust OC.
[Toctpoenue 3tanonHoro 0oOpa3a Ha OCHOBE TocienoBareabHOCTH 3ana4d ConfigurationManager.
Hcnonp3oBanue mocieaoBareabHOCTH 3a1ad MDT aiis pa3BepThIBaHUSA KITUSHTCKAX 00Pa3oB.
[TnanupoBanue HHPPACTPYKTYPHI Pa3BEPTHIBAHMSI ONICPAIIMOHHOM cucTeMbl. [ToAroToBKa cpeibl
ZeroTouchlnstallation. HacTtpoiika makeToB pa3BepThIBaHUS U 00pa30B cucTeMbl. [loiroToBKa cpeibl
ZeroTouchlnstallation

CamocrosiTeibHas padoTa o0yuaromerocsi. [l1anupoBanue U peajn3anus cayK0 y1ajJeHHOTr0
nocryna (RemoteDesktopServices)

00630p cryk05I ynanenHoro pabodero crona. [ImannpoBanue cpenst RemoteDesktopServices.
Hactpoiika pa3sepThiBaHUs HHPPACTPYKTYPBI BUPTYATbHBIX pabouux cTosioB. Hactpoiika qoctymna k
KJIMEHTaM Ha O0CHOBe ceaHcoB (Session-BasedDesktop). Pacuupenwne cpenst RemoteDesktopServices
B Untepuer. [Tnanuposanue cpeasl RemoteDesktopServices. Hacrpoiika crieHapust
HHPPACTPYKTYPBI BUPTYATBbHBIX pabouux cTosioB. HacTpoiika clieHapus 10CTyIa Ha OCHOBE
ceancoB. [IpoextupoBanue monutuk nutto308 RDS. Hactpotika numo3oB RDS

Jleknusi. YnpapjeHue BUPTyaau3anueil mojb30BaTelbCKOro cOCTOsIHUS s kKianeHTtckux OC
OpraHu3aluu

O0630p BupTyanuzauuu npoduiis nonb3oareis. [nanupoBanue BupTyaau3auny npopuis
noJb3oBatelsi. Hactpolika mepemeniaeMbix Mpoduiieii, nepeHanpapieHus MaroK 1 aBTOHOMHBIX
(offline) daiinos. Peanuzamus BupTyanuzanun padboThl mojik3oBares ot Microsoft
(MicrosoftUserExperience Virtualization). [InannpoBanue BUpTyanu3auu MpoQHs MOJb30BaTEINS.
Peanu3zaiust BupTyanu3aimy npoduiist mojb30BaTelsl.

10

CamocTtosiTenbHasi paboTa odyuaromerocs. [itannpoBanue u peanuzaius HHPPACTPYKTYPHI
0OHOBJICHUH U1 oAep kKK KimeHTckux OC opranuzanuu

[InanupoBanne nHGPACTPYKTYpbl OOHOBIIEHUH [T OpraHu3anuu. Peanuzanust moJaepxku
OOHOBJICHUH MPOrpaMMHOTO oOecriedeHus ¢ omoiisio ConfigurationManager 2012. YnpasieHue
OOHOBJICHUSIMHU JIJIsl BUPTYAILHBIX MalliuH 1 00pa3oB. Mcmnons3oBanne WindowsIntune st
ynpasiieHHs: 0OHOBJIEHUE MPOrpaMMHOro obecrieueHus. [LiaHnpoBanue nHPPaCTPYKTYpHI
oOHoBJeHus1. Peanmzaniisi 0OOHOBICHUH MPOrpaMMHOT0 00ecTIEYeHHS] ¢ TOMOLIBIO

MK 2.1-2.5
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ConfigurationManager 2012. Peanu3aiust OOHOBJIEHHH MPOrpaMMHOT0 00eCIIeYeHUs 1)1t OMOIHMOTEK
BUPTYaJIbHBIX MAIHH.

11

IIpakTHyeckoe 3ansiTue. 3alUTa KOMIBIOTEPOB NMPEANPHUATHS OT BPEJOHOCHBIX MPOrPaMM 1
NnoTeph AAHHBIX

0630p System Center 2012 Endpoint Protection. Hacrpoiika Endpoint Protection Client Settings
uMoHuTopuHracocrosinus. Mcnonszosanue Windows Intune Endpoint Protection.
BamurakarentckuxOCcmomoripio System Center 2012 Data Protection Manager. Hactpoiika u
passepTeIBanHe moauTuk EndpointProtection. Hactpoiika mapaMeTpoB KIHEHTA IS TOAIEPKKH
EndpointProtection. MOHUTOPHHT 3aIIMTH KOHEYHBIX TOUYEeK. HacTpoiika 1 mpoBepka 3amuThl
JAaHHBIX KJIMCHTA

12

CamocTtosiTeqibHasi paboTa o0y4aromerocsi. MOHUTOPUHT TPOU3BOAUTEIBHOCTH U
paborocnocodHOCTH HHPPACTPYKTYpHI KineHTCKkuX OC

[Ipou3BoaUTENBHOCTH M PAOOTOCIIOCOOHOCTH HHPPACTPYKTYpHI KireHTCKIX OC. MOHUTOPUHT
HHPPACTPYKTYPBI BUPTYalIbHBIX KIMEHTOB. HacTpoiika OperationsManager a5l MOHUTOPHHTA
BUPTYaJIbHBIX CpEI.

13

CamocTosiTesibHast padoTa odyuarierocs. OeHka 1 onpeJieJieHue mapaMeTpoB pa3BepThIBAHUS

o

14

CamocTrosiTesibHasi paGoTa odyualonierocs. [lnaHupoBanue cTpaTerin yrpasieHus: o0pazaMu

I

15

I[IpakTHyeckoe 3ansiTue. Hactpolika 0€30MacHOCTH KIIMEHTCKUX CUCTEM
Hacrpoiika mmdposanus ¢aiinos ¢ nomonisio EFS
IToaroroBka obpasa u cpeabl penycTaHoBkd ¥YcranoBka Windows ADK

[EEN

16

CamocrosiTeJibHas padora ooy4aromerocsi. Co3anue 3TaJoHHOr0 06pasa ¢ momoribso Windows
SIM u Sysprep Coznanue daiina oTBeToB ¢ momoibio Windows SIM

17

CamocrosiTesibHasi pa6oTa odyuarnierocsi. Cosnanue U 00C/Ty)KMBaHUE STATOHHOTO 00pa3a

18

CamocrosiTesbHasi padora odyuaromerocsi. Hactpoiika u ynpasienue Windows Deployment
Services Inanuposanue cpeapt Windows Deployment Services

19

CamocTtosiTeqbHast paboTta odyuaronierocs. [ltanupoBanue u peaan3anisi MUTPalluu
[I0JIb30BATENBCKOM Cpeibl

20

CamocrosiTeTbHAS paﬁora oﬁyqammerocm MI/II‘pa]_II/ISI COCTOAHMA ITOJIB30BATCIIA C CO3AAHUEM
KECTKHUX CCBIJIIOK

21

CamocrosiTeibHas padoTa o0yuaromerocsi. [ImanupoBanne n pazsepreiBanue KmeHTCKuX OC ¢
nomonipio MDT

22

CamocrosiTenbHas pabora o0yuaromerocs. [logrotoska cpenbl ajst pa3BepThIBAHUS
ONEePalMOHHON CHCTEMBI

23

CamocTtosiTennbHasi padoTa odyuaromerocs. [itannpoBanue u peanuzaius HHPPACTPYKTYPHI
RemoteDesktopServices

24

CamocrosiTeqibHast paboTa obyuaromerocsi. Pacimpenne nocryna k MaTepHeT 11
uHppacTpykTypsl RDS

K 2.1-2.5
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25

CamocTosiTesibHAs1 pa6oTa odyuaronierocs. PazsepTeiBaHue U MoaepkKa BUPTYyaTH3aluu
IPOQHIISI TOTH30BATENS

26

CamocTrosiTesibHas1 padoTa o0yualouerocs. [IpoektupoBanue u peanuzanus GaiaoBbIx cayx0

I

27

CamocTrosiTeJibHasi padoTa odyuaromerocs. Peamuzanus Client Endpoint Protection
HacrpoiikaTouku Endpoint Protection

I

28

CamocTrosiTeqbHasi paboTa odyuaromerocsi. Hactpoiika DataProtection st JaHHBIX KJIMEHTCKOTO
KOMITBIOTEPA

29

CamocTrosiTeqibHasi pa6oTa 00y4aromerocsi. MOHUTOPUHT TTPOU3BOJAUTEIBHOCTH U
pabotocmocobrocTH HHMpacTpyKTyph! KineHTckux OC HacTpoiika

MK 2.1-2.5
OK 01-09

Tema 2.2. Peanu3zanusa
cpeabl HACTOJIbHBIX
NPUJIOKEHUH.

Cooepirrcanue

1

CamocTtosiTenbHast paboTa odyuaromerocsi. Pazpadorka crparerun pa3pepTbIBaHHUA
NPUJIOKEHU I

Onpenenenne Ou3HEC-TpeOOBAHUI TSI pa3BEepTHIBAHUS NpHiIokeHni. O030p cTpaTerun
pa3BepThIBaHUS MPUIOKEHUH. BBIOOp moaxoasiiel ctpaTeruy pa3BepThIBaHUS IPUIOKEHUH IS
oduca.

CamocrosiTenbHas pabora o0yuaromerocsi. /luarnocTuka u ofecnneyeHue COBMeCTUMOCTH
NPUJIOKEHU I

Jnarnoctrka mpo0sieM COBMECTUMOCTH NMPUIIOKeHNH. OLieHKa U pean3aius PeIICHHH 1Mo
BOCCTaHOBJIEHUIO. Perrenue mpobaeMbl COBMECTHMOCTH C TIOMOIIBEO
ApplicationCompatibilityToolkit. YcranoBka u nactpotika ACT. AHanu3 MOoTeHIMANBHBIX IPOOIIEM
coBMecTHMOCTH. Pemenne npobieM COBMECTUMOCTH MPUIIOKEHUH. ABTOMaTH3aIMs Pa3BePTHIBAHNUS
MPOTPaMMHBIX CPEJICTB o0ecieueHus] COBMeCTUMOCTH (shims)

CamocrosiTeqbHast paboTa o0y4aromerocsi. Pa3zsepTsIBaHNE NPUIIOKEHAN C IIOMOLIBIO TPYIITOBBIX
nonutuk U1 WindowsIntune

PasBepThIBaHME NPUIIOKEHUH C IIOMOILBIO TPYNIIOBBIX IMOJIUTHUK. Pa3BepThIBaHUE NPUIIOKEHUN C
nomotrsio WindowsIntune. Pa3zBepThiBaHNE PUITOKEHHIA C TIOMOIIBIO TPYIITIOBBIX MOJUTHK. 3aITyCK
cumynsiiu WindowsIntune.

CamocrosiTeqbHast paboTa o0y4aronierocsi. PazsepTeIBaHUE MPUIIOKEHNH C TOMOIIBIO
SystemCenterConfigurationManager

Konuenuuu paseptoiBanus npuinoxkenuit ¢ nomousto ConfigurationManager 2012. Pa3zsepTriBanue
npuwioxkenuil ¢ momomipto ConfigurationManager 2012. Coznanue 3anpocos ConfigurationManager
2012. Co3nanue KOJIEKIMA nosib3oBaTeneid u yerporicte ConfigurationManager 2012.

CamocTtosiTebHasi paboTa odyuaronerocsi. PazBepTeiBaHUS CaMOOOCTY)KHBA€MBIX TIPUIIOKEHHH
Konuenmuu pasBepTbiBaHus caMO0OCITy)KUBAaeMbIX NpHIIoskeHnid. HacTpoiika caMoo0cyKuBaeMbIX
npwioxenuit ¢ WindowsIntune. Pa3zBepTriBanus caMO0OCITy>KUBAaEMBIX TIPHIIOKEHUH €
ConfigurationManager 2012. Pa3BepTbiBaHusi CaMO0OOCITyKHBaeMbIX MPUIOKeHUH ¢ ServiceManager
2012. IToxaroroska System Center Configuration Manager 2012 mmsmommepxku Service Manager
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2012 Self-Service Portal. Hactpoiika ServiceManager 2012 Self-ServicePortal. TIposepka
BO3MOYKHOCTH TIPEIOCTABIEHHS IPIIOKEHHUH moIb30BaTelsiM ¢ momomsio Self-ServicePortal.

CamocTrosiTesibHasi padoTa odyuarouierocs. [IpoektupoBanne u peanuzanusi HHYPACTPYKTYPEI
BHUPTyalIHU3alMy MpeICTaBICHUI

Onenka TpeOoBaHMi BUPTyaau3aluy npeacTapieHui. [Inannposanue nHdpacTpyKTypbl
BUpPTYyaJM3aluy npeacTaBiennii. Pa3zBepToiBanne HHOPACTPYKTYPbl BUPTYaIl3alny MPeICTaBICHNH.
PasBepThiBaHne HHOPACTPYKTYPHI BEICOKOW TOTOBHOCTH JJIsl BUPTYJIU3AIMK TIPEACTaBICHUN

IIpakTuyeckoe 3ansatue. [loaroroBka, HacTpPoiiKa U pa3BepThiBaHMeE NPeACTABJIECHU I
BUPTYATU3alUU NPHI0KEHH I

Onpenenenue cTpaTeruy MpeICTaBICHUH BUPTyaTu3alluy NPIIoKeHni. Pa3BepTeiBanue
yaajneHHoro padoyero crona, RemoteApp, u RD WebAccess. PaspepTriBanue npuiokenuii Ha RD
SessionHost. Hactpoiika u pa3BepTeiBanue npriioxernii RemoteApp. IIpoBepka Bo3MokHOCTH
WCTIOJIb30BaHMs NpuiIokeHuid ¢ momorbio RD WebAccess.

CamocrosiTennbHast paboTa odyuaromerocs. [IpoekTnpoBanue u pa3BepThiBaHuE CPeIbI
BUPTYATU3alUH NPHIOKEHU I

0O0630p Mojenelt BUpTyaTu3aIiii MPUIIokeHni. Pa3BepTriBaHre KOMIOHEHTOB HHPPACTPYKTYPHI
BUpTyaJId3aluu NpuiokeHuil. HacTpolika KIIMEHTCKON MOAIEPKKU BUPTYaIU3aluy IPUIOKEHUMN.
[TnmanupoBanue pa3zBepThiBaHusI App-V poiieit 1 KoMIIOHEHTOB. Pa3BepThiBaHre HHPACTPYKTYPHI
App-V. Hacrpoiika kianenra App-V

Jlexuus. IloaroroBka K BUPTYaJau3aliy U pa3BepTbIBaHHe BUPTYAJbHbIX MPHJI0KEHHI
[TonroroBka nmpuiIoKeHUH A1 BBIOIHEHUS B cpeae App-V. PassepTriBanne npuinoxernii App-V.
VYcranoBka u HacTpoiika App-V Sequencer. IloaroToBka NpuiIokeHui K BUPTYaTH3aLiH.
PasBepteiBanue App-V npunoxenuii ¢ momompto ConfigurationManager.

10

CamocrosiTesbHas padora o0yuaromerocs. [Inannposanue u peanu3anns 6€30MaCHOCTH U
OOHOBJICHUS IPHIIOKECHUHN

[InmanupoBanne 0OHOBICHUS PHIIOKEeHUN. Pa3BepTriBanne 0OHOBIIEHMH ¢ momorusio WSUS.
PasBepreiBanue ooHoBneHni ¢ nomousto ConfigurationManager 2012. Peanu3zanus 6e3onacHocTi
npwiokeHuil. OOHOBJICHHE Pa3BEPHYTHIX MpHIIoKeHU. OOHOBIeHNE TPUIOXKEHHH App-V.
PasBepreiBanue nonmtuk AppLocker ajis ynpaieHusi 3a1ycKoM IPHIIOKEHUH.

11

CamocTrosiTesqbHas padoTa o0yuarouerocs. [iaHnpoBanue n peanuzanys OOHOBICHHUS U 3aMEHbI
MPUIIOKEHUI

[InarnpoBanue U peanu3anys OOHOBIEHHUS MPUIIOKEHUH 1 3aMEIEHUS TPUIT0KEHUH.
[ImanupoBaHue U peanuzaiysi COCyIecTBOBaHUS NpuioxkeHnH. OOHOBIEHUE Pa3BEPHYTHIX
MPWIOKEHUH. 3aMeHa pa3BEPHYTHIX NpHIIoKeHN. HacTpoiika cocymiecTBOBaHUS pa3IUYHbIX
BEPCU IPUIOKECHUS

12

CamocTtosiTenbHasi paboTa odyuarouierocsi. MOHUTOPUHT pa3BepTHIBAHNSA, UCTIONB30BAHUS U
MPOM3BOUTEIBHOCTH MPHIIOKCHUHI

K 2.1-2.5
OK 01-09

16



[TnanupoBanre u peann3arys HHPPACTPYKTYPbl MOHUTOPHUHTA IPHIIOKECHIH. METpHKH,
WHBEHTApU3allKs U aHaJIN3 PECypCOEMKOCTH MPIIIOKEeHUI. MOHUTOPHHT UCIIOIB30BaHUS PECYPCOB
npwioxkeHui. [ImaHupoBanre MHBEHTAPU3AIMH TPIIOKEHUH. Opranu3ais HHBCHTapH3aAIUN
MPOrpaMMHOTO oOecriedeHnsI. MeTpHUKH HCIOIb30BaHMS MPIIIOKEHUH. MOHUTOPHHT HCITOJIb30BaHUE
pecypcoB cepepoB RD SessionHost mpunoskennsmu. CHIDKEHHE TTMKOBOM Harpy3KH Ha PeCypCHI
MIPIIOKESHUSIMU

CamocTrosiTebHasi padoTa odyuaromerocsi. Cucremarndeckas npopaboTKa KOHCIIEKTOB 3aHITHH, yUeOHOW U CIIeIIMaTbHOM 4 K 2.1-2.5
TEXHUYECKOU JINTEPATYPHL. OK 01-09
KoncnexrupoBanue TekcTa, paboTa co CIIOBApsIMU U CIIPABOYHUKAMHM, O3HAKOMJICHHE C HOPMATUBHBIMH JOKYMEHTaMH, Y4eOHO-
HCCIIeI0BaTEeNbCKask paboTa IpU caMOM HMIMPOKOM MCTIONB30BaHuU MHTepHeTa 1 apyrux | T-TexHomoruii.
[IpoextHBIE hOpMBI pabOTHI, IIOATOTOBKA COOOIIEHIMH K BRICTYIUICHHIO HA CEMHHAPAX M KOH(EPEHIINAX; MOATOTOBKa pedepartos,
JOKJIaJI0B.
[MoaroroBka K 1a00OpaTOPHBIM M MIPAKTUIECKAM paboTaM ¢ UCTIOIL30BAaHUEM METOAMYECKIX PEKOMEHIAIMIA PenoaaBaTels,
odopmiieHUEe J1Ta0OPATOPHO-IPAKTHYSCKUX PabOT, OTYETOB U MOATOTOBKA K UX 3aIlUT
IIpome:kyTOUHAS aTTECTALUSA 4
Bcero yaco mo MK 144
Paznea 3. MJIK.02.03. Oprann3anusi aIMUHHCTPUPOBAHUSI KOMIIBIOTEPHBIX CHCTEM
Tema 3.1 Cooepocanue
IIpoexTupoBanue u 1 Jlexnus. Ilnanuposanue anrpeiaa 1 MUTpaliu cepeepa 1 MK 2.1-2.5
peanu3anus cepBepHOM PekoMenmannm mno anrpeiiny u Murpanuu. CosgaHue IUIaHa anrpeiiia ¥ MHUIpaluu cepBepa. OK 01-09
HH(PPACTPYKTYPHI [InanupoBaHye BUPTyaIn3aL Ui
2 CamocTrosiTeqibHasi padoTa o0yuaromerocsi. [[nanupoBanve U BHEIPEHHE WHPPACTPYKTYPHI IS 6
pa3BepTHIBaHUS CEPBEPOB
Br10op nmoxxoasmieit crpateruu co3ianus oopa3oB cepBepa. BHenpeHue crparernu aBToMaTHYECKOTI0
pa3BepTHIBaHUS
3 Jlekuusa. IlnaHupoBaHme W pa3BepThIBaHHME CEPBEPOB ¢ HCNOJb30BaHMEM JUCHeTYepa 1
BUPTYaabHbIX MamuuH (VMM)
O030p amcrietyepa BUpTyanbHbIX MamuH B SystemCenter 2012 R2. Peanmmzanms Oubnuorexk u
npoduiiei qucreTyepa BUPTyaIbHBIX MainuH. [InannpoBaHue U pa3sepThiBanue ciry:x0 VMM.
4 CamocrosiTesibHasi padora oOyuaromerocsi. [IpoextupoBaHue W BHeApeHHE HHOPACTPYKTYPHI 6
necoB u goMeHoB ActiveDirectoryDomainServices
[IpoextupoBanme neca AD DS. [IpoekTupoBanue u pean3ariis J0BEpUTEIHHBIX OTHOIIICHIH MEX Ty
JIecami.
5 CamocrositesibHasi padora obdyuaromerocsi. [IpoekrupoBanue umnTerpammu ADDS ¢ Windows 6
Azure Active Directory. IIpoekrtupoBanue u co3nanue nomeHoB AD DS. TlpoextupoBanue
npoctpancTB uMeH DNS B cpege AD DS. IlpoexktupoBanue goBeputenbHbix oTHomeHuii AD DS.
6 CamocrosiTeibHasi pabdota oOyuarmerocsi. [IpoekTupoBaHne W peanu3anus HHPPACTPYKTYPHI 6

noapasnenenuii (OU) u pazpemenuit AD DS
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[lnanupoBaHue JeNErHPOBaHMS  aJMHHUCTPATUBHBIX  3a7ad. [IpOEKTUpOBaHUE  CTPYKTYpPHI
noapazaencuauii OU. [IpoexktupoBanue u BHeApeHHe cTpareruu rpymm AD DS

CamocrosiTeqibHasi padoTa odyuaronierocsi. [I[poektupoBanue ¥ BHEAPSHUE CTPATECTHH IPYIIIOBBIX
TTOJIUTUK

CO6op Tpebyemoii mHGpOpMAIUH TSI MPOSKTHPOBAHUS TPYMIIOBHIX MOJUTHK. [IpoekTupoBanme u
BHEJIPCHUE TPYIIIOBBIX MOJIUTHK.

CamocTrosiTesibHAasi padora o0yuarouierocsi. [IpoextipoBanue 00paOOTKH TPYHIIOBBIX MOJHUTHK.
[InanupoBaHue ynpaBieHusl IPYNIIOBBIMY HOJIUTHKAMHU

IIpakTuyeckoe 3ausitue. [IpoekTupoBanue u peasuzanus pusndeckoii Tomojorun AD DS
[IpoextupoBanne u peammsanust caiitoB ActiveDirectory. IIpoexTupoBaHue pemvKanuu
ActiveDirectory. [IpoekTupoBanue pa3MelIeHUS KOHTPOJUIEPOB JOMeHa. Bupryanmuzanus
KOHTpPOJIIEPOB foMeHa. IIpoekTHpoBaHue BEICOKON TOCTYIHOCTH KOHTPOJJIEPOB JOMEHA

10

Jlexknus. [LnanupoBanue v peaju3anus XpaHWINII JAHHBIX
[Tnanuposanue u Bueapenue iSCSI SAN. [InanupoBanue u BHeapeHHe StorageSpaces. Onrumuzanus
¢aiinoBbIX ciyx0 ans Gpuamnanos.

11

CamocrosiTeibHas pabora o0yuaromerocsi. IlnanupoBanue u peanu3anus 3allUThI ceTeil
O0630p mpoekTupoBaHUs Oe3omacHocTH ceTei. [IpoekTrpoBaHWe W BHEApPEHHE WCIIONB30BAHUS
WindowsFirewall. [lpoektupoBanue u BHeApeHUEe HHGPAacTPYKTypsl NAP

12

CamocTrosiTesibHAasi padora oOyuaromerocs. [IpoekTUpoBaHHE M peanu3anys 3aIlIUThl CITYKO
JOCTyTIA K CETH
[Inanuposanue u BHeapenue DirectAccess.

13

CamocrosiTe1ibHas padora odyuaromerocs. [Inanuposanue u BHeapenne VPN. [Inanuposanue u
BHenpenne WebApplicationProxy. [11anupoBanue ciiokHOM HHOPACTPYKTYPHI YAAIEHHOTO IOCTyIa

K 2.1-2.5
OK 01-09

Tema 3.2. Peanu3anus
NPOABUHYTOM cepBepHOii
HH(PPACTPYKTYPHI

Cooepiicanue

1

Jleknus. O030p ynpasienns Llentpom O0padoTku laHHBIX NPeANIPUATHS
0630p HO/J npennpusitust. O630p kommoneHT SystemCenter 2012 R2

2

IIpakTuyeckoe 3ansTue. IlnanupoBanne U peanu3anus CTPATerMd BUPTYAJIN3alUH CEPBEPOB
[InanupoBanue pa3BepTHIBAHUS aucneTdepa BUPTyalbHbIX MamuH (VMM). IlnanmpoBanne wu
pean3anys cepBepHON BUPTyaJIU3alllu.

CamocTrosiTeqbHast paboTta odyqaromerocsi. [ltanupoBanue u peanu3anus ceTeBOM
WH(QPACTPYKTYPBI M CUCTEM XpaHEHUS TaHHBIX JUISI BUPTYaTH3aIiH

[InarnpoBanne cucteM XpaHeHHS U BUPTyalnn3anuy. Peanuzaius cucteM XpaHeHUs s
BupTyanu3auuu. [lnanupoBanue u peanuzanus ceTeBOd HHPPACTPYKTYPHI 1J1s1 BUPTYIU3ALIH.
[I1arMpoBaHye U peayin3anusi BUPTyaTnu3allii CETH

CamocTtosTenbHasi padora olGyuaromerocsi. [lmanupoBanne ¥ pa3BepTHIBAHHE BHPTYaJIbHBIX
MAIlUH.

K 2.1-2.5
OK 01-09
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[InarupoBaHue mapaMeTpoB BHPTYyalIbHBIX MamuH. [I0ATOTOBKa K pa3BepTHIBAHUIO BUPTYaTbHBIX
MaIIIFH C NCTIOJIb30BaHUEM JHCIIeTIepa BUPTyanbHbIX MamuH (VMM). PasBepTriBanne BHPTYaIbHBIX
manvH. [InanupoBanue u peanusanus pernku Hyper-V

CamocTrosiTesibHAs1 padoTa o0yuarouerocs. [iaHnpoBanue u peanu3anus peuieHus 1Mo
aJIMUHUCTPUPOBAHMIO BUpTyainu3auuu [lnannpoBanue u peannsanus aBTOMaTH3aLKU C
ucnonpzoBanueM SystemCenter 2012 R2. IlnanupoBanue u peanusanus
MicrosoftSystemCenterAdministration. ITranupoBanue u peanuzaius Self-Service ¢
ncrnonszoBanreM SystemCenter 2012 R2. IlnanupoBanue n peaau3aisl yCTAHOBKA OOHOBIICHUH B
nHPACTPYKTypE CEPBEPHOIl BUPTyaIU3aluu

CamocrositesibHast pafora oOyuawoomerocsa. I[lnanupoBanme M peajm3anusi CTPaTeruu
MOHUTOPHHIA CEPBEPOB

ITnanupoBanue morutopunra B WindowsServer 2012 R2. O630p SystemCenterOperationsManager.
[InanupoBaHue U HacTpoiiKa KOMIOHEHT MoHUTOpHHTa. Hactpoiika B3aumoseiictus ¢ VMM

CamocrosiTenbHast padota oOydaromerocsi. [lnanupoBanue u peanuszanus PEHICHUN BBICOKOM
JOCTYIHOCTH JUTs (DaliIOBBIX CITY>KO M MPHITOKEHUH

[InanupoBanue u peanuzauus StorageSpaces. Ilmanupoanue u peanuzauust DFS. [nanuposanue u
peanusauus NLB

CamocrosiTeibHast padota oOydaromerocsi. [lnanupoBanue u peanuszanusi PEHICHUN BBICOKOM
JOCTYITHOCTH Ha OCHOBE KJIACTEPOB

[TnanupoBanne UHOPACTPYKTYPHI OTKA30YCTOMUYUBBIX KIIACTEPOB. BHeIpeHHE 0TKa30yCTOWYMBOTO
knacrepa. [I1aHupoBaHre W peanu3alys CHCTEMBl YCTAHOBKH OOHOBJICHUH ISl OTKA30yCTOMYMBOTO
knactepa. MHTerparys OTKa30yCTOMUYUBBIX KJIACTEPOB M BHpTyanusaluu. [lnaHupoBaHue
pacnpe/ieI€HHBIX 0TKA30YCTONUUBBIX KIIACTEPOB

CamocrosiTeibHasi paGora oOyuyaromerocsd. IlmanupoBanme u  peanu3anus CTpPaTEeTHH
Oecriepeboitnoi padotel (BusinessContinuityStrategy)

O0630p crpaterun OecriepedoiiHol pa®oTel. [ImaHMpoBaHME W peanu3alys CTPATETHi Pe3epBHOTO
KorupoBaHus. [l1aHupoBaHMe W peanm3anys BOCCTAaHOBICHUWS. [lMaHMpoBaHME W peaH3aLVs
PE3CPBHOI0 KOIMMPOBAHHA M BOCCTAHOBJICHUA BUPTYAJIbHBIX MAalllMH

10

CamocTrosiTesibHasi padora oOyuaromerocs. [lmanupoBanue u peanuzanusi HHPPACTPYKTYPHI
OTKPBITBIX KIIFOUEH

IlnanupoBaHue u pa3BEPTHIBAHUE YJIOCTOBEPAIONIMX 1EHTPOB. IlnaHupoBaHue u peanuzanug
mabioHoB ceprtudukaros. [lmaHupoBaHWe W peanmM3alusi BbIJJAYM W OT3bIBA CEPTH(UKATOB.
[InanupoBaHue U peann3aliysi apXUBaLUU U BOCCTAHOBIICHHS KIFOUEH

11

I[IpakTyeckoe 3ansitue. [lmanupoBanne u paspepreianne AD FS

[InarupoBanne u peanm3arnus uHGpacTpykTypel AD FS. IlmanmpoBanme u peamusamus AD FS
ClaimProviders u RelyingParties. [lnanupoBanne u peanmuzanus AD FS Claims u ClaimRules.
[Tnaauposanue u peanmzanus WebApplicationProxy

K 2.1-2.5
OK 01-09

19



12 | CamocTosiTe/IbHAsA padoTa od0y4yarwinerocs. [InaHupoBaHue U peaau3alys J0CTyIa K JaHHBIM JIJIs 4 IK 2.1-2.5
MOJIb30BATENICH B YCTPOICTB OK 01-09
[InanupoBanne wu peamumsanuss DAC. [InanupoBaHne TmMOAKIIOUEHHs K pabodeMy MecTy
(WorkplaceJoin). I[TnanupoBanne pabounx mamok (WorkFolders)
13 | CamocrosiTeabHasi pagoTa odyuaromerocs. [LianupoBaHue u peaauzanusi cJay:K0bl yIpaBJIeHUsI 4
npaBamMu
0630p AD RMS. [lnanupoBanue u peanuzanus knacrepa AD RMS. IInanupoBanue u BHeapeHUE
mabnonoB AD RMS u momutuk AD RMS. IlnanupoBanue u peannzaiiusi BHEITHET0 qocTymna Kk AD
RMS. ITnaaupoBanue u peanusanus B3aumoaeiictsust AD RMS u DynamicAccessControl.
14 | CamocrosiTeabHasi padoTa 00yuaromerocsi. Y cTaHOBKa NPOTrpaMMHOT0o 00ecIieyeHrsl Ha cepBepa 2
U pabouue CTAHIUHN
15 | CamocTosiTenbHas padora ody4uawmerocs. OcylnecTBIeHne KOHPUTYpHPOBAHUS POTPAMMHOTO 2
obecrieueHus Ha CepBepax M padOInX CTAHIIHSIX.
16 |CamocTosiTeJIbHAs padoTa o0yJarumerocs. Y CraHOBKa IPaB J0CTya U KOHTPOJIb UCIIOIb30BaHUS 2
CETEBBIX PECYPCOB
17 |CamocTosiTesibHas padoTa odyuawuerocs. ATIMUHICTPHPOBAHIE CEPBEPOB 2
18 |CamocrosTeqabHas padoTa odyuaonierocs. PazpadoTka u BHeApeHHe MJIaHA Pe3ePBHOIO 2
KONUPOBaHUS
Pacuér cromMocTH ceTeBOro 000py1I0BaHuUs H IPOTPaMMHOTO obecTieueHHs
19 |CamocrosiTesqbHas paGoTa o0yuarouerocs. Perucrpanys nonp30BaTesnei JOKaIbHON CETH 2
Ocy1iecTBICHHE aHTUBUPYCHOW 3aIIUTHI
20 | CamocTosiTeJbHas padoTa odyuawnierocs. [nanuposanue u BHeapeHne VPN 2
21 | CamocTosiTesbHAsA padoTa odyuaromerocs. Co3zgaHue IiaHa anrpeiaa 1 MUTpaliy cepaepa 2
CamocrosiTeqbHas yueOHas pabdora K 2.1-2.5
CucremaTnueckas mpopaboTKa KOHCIIEKTOB 3aHSATHI, YIeOHO! U CIIeaIbHON TEXHUUECKOW JINTEPaTyPHl. OK 01-09
KoncnexktupoBaHue TekcTa, paboTa O CIIOBAPSIMH U CITPABOYHUKAMH, O3HAKOMIICHHE C HOPMATUBHBIMH JJOKYMEHTaMH, Y4eOHO-
HCCIieI0BaTeNbCKas paboTa Ipy caMOM MIMPOKOM MCIIONb30BaHUU MHTepHeTa u apyrux | T-TexHonorui. 10
[IpoexTHbIe hopMBI pabOTHI, HOATOTOBKA COOOIIEHNH K BBHICTYIUICHHIO HA CEMUHAPaX U KOH(EpEeHIHX; MOAr0oTOBKa pedepaTos,
JIOKJIQJIOB.
HOHFOTOBKa K HaGOpaTOpHBIM " MMPAKTUYCCKUM pa60TaM C UCITOJIB30BAHNEM METOJNYCCKUX peKOMeHIIaIH/Iﬁ npenogaBaTeiid,
odopmiieHre 1a00paTOpHO-NIPAKTHYECKUX paboT, OTYETOB M MOJTOTOBKA K MX 3aILUT
KypcoBoe npoekTupoBanue 4
IIpoMe:xyTouHas arrectamus (IK3aMeH) 4
Bceero yacos no MJIK 144
Y4eOHas NPpaKTHKA K 2.1-2.5
1. AaMuMHUCTPHpPOBaHHUE CEPBEPOB U PAOOYMX CTAHIIMH. 72 OK 01-09

2. Opranuzanys JIOCTyINa K JIOKAJIBHBIM ceTsiM U MHTepHeTy.
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RBEoooNOORAW

13.

14.

0.
1.
12.

YcTaHOBKa U CONTPOBOXKICHUE CETEBBIX CEPBHCOB.

Pacuér cronmocTn ceTeBoro 060pyJ0BaHMS U IPOrPAMMHOTO 00ECIICUECHUSL.

COop DaHHBIX [T aHAJM3a UCTIONIBb30BaHHS IPOrPaAMMHO-TEXHUYECKUX CPEACTB KOMITBIOTEPHBIX CETEH.

Obecrieuenne ceTeBoi 6€30MaCHOCTH

ydJacTHe B YIPaBICHUH CETEBBIMH CEPBHCAMU;

y4acTHe B MOJEPHU3AIMH CETEBOH HHPPACTPYKTYPHI;

cOOp AaHHBIX AJIS aHAJIN3a MCIIONIB30BaHUS U (YHKIIMOHUPOBAHUS MMPOTPAMMHO-TEXHUUECKUX CPEICTB KOMIIBIOTEPHBIX CETEH;
ydJacTue B pa3paboTKe METO/IOB, CPEIICTB ¥ TEXHOJIOTHH IPUMEHEHHS 00BEKTOB NMPO(ECCHOHANBHOMN NeITeTbHOCTH;
MpoBeneHNe TPOPHUIAKTHIECKUX padoT Ha 00BEKTaX CETeBOM MHPPACTPYKTYPHI M paOOUYNX CTAHIIMSAX;

ydacTHe B MHBEHTApPHU3aLMU TEXHUUECKUX CPEJICTB CETEBON HHPPACTPYKTYPHI, OCYLIECTBICHUE KOHTPOJISI MOCTYTUBILETO U3
peMOHTa 000PYIOBAHHUS;

3aMeHa PacXo/IHBIX MAaTePHAIOB U MEJIKHI PEMOHT Iepu(epHitHOro 000py10BaHMs, OTIPEALIATh YCTapeBIiIee 000py10BaHHE U
MPOTPaMMHBIE CPEJICTBA CETEBOM HHPPACTPYKTYPHI.

YcranoBka OpaHaMayspa;

IIpon3BoacTBeHHAs] MPAKTHKA pa3aeJia K 2.1-2.5
1. VYcraHoBka Ha cepBepbl M paboYKe CTAHIMH: OTIEPAlUOHHBIE CUCTEMBI U HE0OX0IUMOE [T PadOThl IPOrpaMMHOE 00eCTICUEeHHE. OK 01-09
2. Tlomgepxxka B pabOTOCIIOCOOHOM COCTOSTHAM MIPOTPaMMHOE 00ecIIedeHHne CEPBEPOB U pabOYNX CTAHIIHAM.
3. Perucrpamust nonp3oBareneil JIOKaJIbHOW CETH U ITOYTOBOTO CepBepa, Ha3HaYaeT HACHTH()UKATOPHI U TTAPOIIH.
4. OobecrieueHne CBOEBPEMEHHOTO KOTIMPOBAHMS, ApXUBUPOBAHUS M PE3CPBUPOBAHUS TAHHBIX.
5. IlpunsATHE Mep 1O BOCCTAHOBJICHHIO paO0TOCIIOCOOHOCTH JIOKAJILHOM CETH NMPH COOSIX MIIM BBIXOJIE U3 CTPOSI CETEBOTO
o0opynoBaHus. BeisiBiIeHHE OMIMOOK MOJIb30BaTENEH U IIPOrPAMMHOTO 00ECICYEHUSI U IPUHITHE Mep 110 UX HCIPABIICHHUIO.
6. IIpoBeacHHME MOHHTOPHHTA CETH, pa3padaThIBaTh MPEUIOKEHUS 110 Pa3BUTHIO HHOPACTPYKTYPHI CETH.
7. OOecrieueHne ceTeBOi 0€30MaCHOCTH (3aLIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYTa K HH(QOpMAIMU, TPOCMOTPa HIIH U3MEHEHUS 72
CHCTEMHBIX (paliJIOB M JAHHBIX ), 0€30IIACHOCTh MEKCETEBOTO B3aUMO/ICHCTBHS.
8. OcymecTBieHHe aHTHBUPYCHOM 3alIUTHI JIOKAIEHOM BEIYHCINTEIBHON CETH, CEPBEPOB U PadOYMX CTAHIIUI.
9. 3amyck, mepesaryck U OCTaHOBKa CEpBEpa;
10. B3aumopeiicTBre ¢ 6a3aMu JaHHBIX;
11. Ycranoska WEB-cepgepa;
12. Koudurypupopanue web-cepsepa;
13. CoxpaHeHue 1 BOCCTAaHOBJICHHE OOJIBIINX HAOOPOB IPABHUIT;
14. JIokyMeHTHpPOBaHHE BCEX NPOU3BE/ICHHBIX JICHCTBUI.
JK3aMeH 10 MOAYJII0
Bcero 4yacoB ¢ y4eToM NPaKkTHK 684
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ITpnmepHasi TeMaTHKAa KyPCOBBIX IP0eKTOB (pador) mo 11M.02

1.

N

21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

TeHneHIy pa3BUTUS TEXHOJIOTHI KOHTCHUHEPU3ALINH.

Apxutektypa Docker. CpaBuenune Docker ¢ apyruMu TeXHOJOTHSIMU KOHTEHHEpPU3ALMHU runc,
Podman, Scopeo.

Oopassl. Konreiinepsr. Docker-registry. Docker Desktop.

Tennenuu pazsutus Kubernetes.

HccnenoBanvie U aHAINM3 CYIIECTBYIONINX TEXHONIOTHH Kitactepa Kubernetes.

[Tpunnumne 1 apxutektypa Kubernetes

BupTtyanu3arus cepepoB Ha 0a3ze TexHonoruu Microsoft Hyper-v 2008 R2

Buptyanu3zanus cepepoB Ha 6aze TexHonorun Microsoft Hyper-v 2012

Hactpotika Microsoft Active Directory na 6aze windows server 2008 R2

. Hactpoiika Microsoft Active Directory ma 6aze windows server 2012 R2
. Hacrpoiika Microsoft Active Directory na 6a3e windows server 2016

. Hactpoiika Microsoft Essentials 2012 R2

. Hacrpoiika Microsoft Essentials 2016

. Hacrpoiika WEB-cepsepa Microsoft IIS 2008

. Hacrpoiika WEB-cepsepa Microsoft IIS 2012

. Hactpoiika WEB-cepBepa Microsoft IIS 2016

. Hacrpotiika rpynmoBsix monmutuk B windows server 2008

. Hactpoiika rpynmoBsix nmonutuk B windows server 2012

. Hactpoiika rpynmoBsix nmonutuk B windows server 2016

. Hacrpoiika UaTepreT-niumo3a npeanpustus Ha 6aze OnepainnonHoit cuctemsl Microsoft Windows Server

2008

Hacrpoiika UaTepHeT-1uTI03a ipennpuarys Ha 6aze OneparmonHoit cuctembl Ubuntu Linux
Hactpoiika MaTepHeT-1II1103a ipeanpusaTus Ha 6a3ze OneparronHoii cuctembl UNIX freeBSD
Opranu3aius TepMHUHAIILHOTO JOCTyTa Ha Oaxe Linux cepBepa

Cosznanne 1 HacTpoiika (haidI0BOTO XpaHWIHINA NaHHBIX Ha 6a3e Microsoft Windows Server 2008 R2
Co3znanue 1 HacTpolika (haiI0BOr0 XpaHWIHINA JaHHBIX Ha 0a3e Microsoft Windows Server 2012
Coznanne 1 HacTpoiika (haiiI0BOTO XpaHUJIHUINA JaHHBIX Ha 0a3e Microsoft Windows Server 2016
Coznanne kopropatuBHbIX ctuieit st Microsoft Office 2010

Cosznanue mouToBoro ceppepa Ha 6ase Microsoft Exchange Server 2010

Co3nanue nmoutoBoro cepsepa Ha 6aze Microsoft Exchange Server 2013

YcranoBka u Hactpoiika Microsoft Office 2010 cpenctBamu GPO

YcranoBka u HacTpoiika Microsoft Office 2013 cpeactBamu GPO

YcranoBka u HacTpoiika Microsoft Office 2016 cpeactBamu GPO

VYcraHoBka onepaimonHoi cuctembl Microsoft Windows 10 1o jiokajibHO#M ceTn

YcraHoBka onepaiiuoHHOM cuctemMbl Microsoft Windows 7 1o J1okanbHOM ceTr

YcraHoBka onepaluonHoi cuctembl Microsoft Windows 8.1 1o jiokaiibHOM ceTH

YcranoBka nmporpamMMHoro obecriedeHust nocpeacrsom GPO MS Windows 2008

YcranoBka nmporpaMMHoro obecrieuenus o cpeacrsam GPO MS windows 2012

YcranoBka nmporpaMMHoro obecriedenust o cpeacrsam GPO MS windows 2016
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3. YCJOBUA PEAIM3ALIUU ITPOTI'PAMMBI IPO®ECCUOHAJIBHOI'O MOYJIsA

3.1. TpeGoBaHusi K MUHUMAJIbLHOMY MATEPUAJIBLHO-TEXHUYECKOMY 00ecIevdeHHIo

Kabuner «Crangaptuzanus, cepTUUKALUs M TEXHUYECKOE JOKYMEHTOBEICHHE», OCHAILEHHBIH B
COOTBETCTBUHU C 1. 6.1.2.1. mpumepHO# 00pa3oBaTeIbHON MHporpamMmbl 1o crenuaibHocTH 09.02.06
CereBoe U CUCTEMHOE aJIMUHUCTPUPOBAHHUE.

Jlabopatopust «H(DOpMAITMOHHBIX TEXHOJIOTHI», OCHAIIIEHHAS B COOTBETCTBUH C 1. 6.1.2.3. mpuMepHOH
oOpasoBarenbHON Iporpammsl 1o creruaibHocTH 09.02.06 CeTeBoe U CUCTEMHOE aMUHUCTPUPOBAHHE.
Macrepckas «MoHTaxa U HACTPOIKH 0OBEKTOB CETEBOM MH(PACTPYKTYPBI, OCHAIIEHHAsI B COOTBETCTBUH
c1. 6.1.2.4. npumepHOiIt 00pa3oBaTenbHON porpammsl 1o cneruanbHocT 09.02.06 CeTeBoe U ccTeMHOE
aJMMUHHCTPUPOBAHUE.

OcHarniennblie 6a3bl MPAKTUKH, B COOTBETCTBUH C 11 6.1.2.5 mpuMepHOii 00pa3zoBaTeIbHON MPOTrPaMMBI O
crienaibHocTH 09.02.06 CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHHUE.

3.2. UnopmannonHoe odecnevenne peaju3auum NporpamMmbl

Jlna peanuzanuu mporpamMmbl OHOIMOTEYHBIH (HOHA 00pa3oBaTeNbHONW OpraHU3alUMU JOKEH HUMETh
NICYaTHBIE W/WJIM SJIEKTPOHHBIE 00pa3oBaTeIbHbIE U MHPOPMALMOHHBIE PECYPCHI, ISl UCIIOJIB30BAHUS B
oOpa3oBatenbHOM Tiporiecce. llpu  gopmupoBanuu  OubIMOTEYHOro (oHIAa O00pa3oBATEIBHOMN
OopraHu3alnuu BI>I6I/IpaeTC$I HC MCHEC OAHOIo M3aaHus M3 MCPCUHUCICHHBIX HWIKC IMCYATHBIX I/I3IIaHI/II\/JI n
(I/IJII/I) OJICKTPOHHBIX I/ISILaHI/If/'I B KaUCCTBC OCHOBHOTI'O, ITPHU 3TOM CIIMCOK MOKECT 6I)ITI) AJOIIOJIHEH HOBBIMHAU
U3JIAaHUSIMHU.

3.2.1. OcHOBHBIE NT€YATHDBIE H3TAHUSA
1. MaeBa, C. I'. OcHOBBI CUCTEMHOIO aAMUHUCTPUpPOBaHUs U antMuHucTpupoanust CYB/1: yueOHo-

meroandeckoe rnocodue / C. I'. Jlaeea. — Mocksa: PTY MUPDA, 2021. — 75 ¢. — Texkcr:
9JIEKTPOHHBIN // JIaHb: anekTpoHHO-0MOAMOoTeyHas cuctema. — URL:
https://e.lanbook.com/book/171547

3.2.2. OcHOBHBIE 3JICKTPOHHbIC U3IaHUSA

1. bo6posckuii, B. . PacimpenHoe aqMUHUCTPUPOBAHUE CETEBOM ONEPAIMOHHON CHCTEMBI
GNU/Linux. JlokanpHOE cucTEeMHOE aJMUHUCTpUpOBaHue: yueoHoe nocooue / B. M. boOposckuii, A. B.
Maraes, E. 1. Xypasenb. — Canxt-IlerepOypr: CIIGI'YT um. M. A. bonu-bpyesuua, 2022. — 138 c. —
ISBN 978-5-89160-252-6. — TekcT: 21eKTpoHHBIH // JIaHb: 3JeKTPOHHO-OMOIMOTeYHAs CUCTeMa. —
URL.: https://e.lanbook.com/book/279176

Crnucku nutepaTypsl odopMiIsitoTcs B anipaButHoM nopsiake B coorBeTcTBuu ¢ [OCT P 7.0.100-2018
«bubnmorpaduueckas 3anuck. bubanorpapudeckoe onucanue. Oo1we TpeOOBaHUS U MTpaBUiIa
coctaByieHUs» (yTB. mpuka3zoM Ne 1050-ct @enepaabHOro areHTCTBa MO TEXHUYECKOMY PETyIHPOBAHHIO
u metponoruu (Poccrangaprom) ot 03 nexadbps 2018 roga).

3.2.3. JlonoJHUTeIbHbIE MCTOYHUKH (TP HEOOXOIUMOCTH )

1. Vitmun, A. I'. CeTeBoe 1 CUCTEMHOE aIMUHUCTpUpoBaHue. JlemMoHcTpannoHHbIN 3k3ameH KO/ 1.1:
yaeOHO-MeTouaeckoe mocoowme ais cro / A. I'. Yitmun. — 3-e uzn., crep. — Cankr-IlerepOypr: Jlanb,
2022. — 480 c. — ISBN 978-5-8114-9255-8. — Tekcrt: anekTpoHHbIH // JlaHb: 31€KTpOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/189420
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon n HaumeHoBaHue
IIK u OK,
(bopmMHUpyEeMBIX B
paMKax MOAYJis

Kpurepuu onenku

MeTtobl OLICHKH

IIK 2.1. ITpunumats
MepBHI 110 YCTPAHEHHIO
cO0€B B OIEpaI[MOHHBIX
cucTeMax

Ornpenenenue
npodheCCHOHATILHOM 3a/1a4H U
9TaIll0B €€ BBIITOJIHCHU A

[K 2.2.
AJMUHUCTPUPOBATH
CETEBBIE PECYPCHI B
OTIepaIlMOHHBIX
cucTemMax

D¢ dexTruBHBI TOUCK
WHGOPMAIINH JIJIST PEIICHUS
npodeccroHaNbHOM 3a1a9u

Ornpenenenue pecypcoB st

[IK 2.3. OcyiiecTBasTh
cOOp AaHHBIX IS
aHaan3a
HCIOJIL30BAHUS
GYHKIIMOHUPOBAHUS
MPOrpaMMHO-
TEXHUYECKUX CPEJICTB
KOMITBKOTEPHBIX CETEMN

pelieHus npodeccruoHanbHON
3a/1a4u

O1ieHKa «OTIMYHOY -
TEXHHYECKOE 3a/[aHue
MIPOaHATM3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHUYECKOMY 33JIaHUIO U

[IK 2.4. OcyecTBasTh
MIPOBEICHHE
OOHOBJIEHUS
IPOrPaMMHOTO
obecreueHust
OTIEPAITMOHHBIX CUCTEM
Y TIPUKIIATHOTO
MIPOrPaMMHOTO
obecreueHust

IIK 2.5. OcyuiecTBisaTh
BBISIBJICHHE U
yCTpaHEeHUe
WHIUJICHTOB B
nporecce
(YHKIIMOHUPOBAHUS
OINEpPAIIMOHHBIX CUCTEM

O(I)OpMJ'IeH B COOTBCTCTBHH CO
CTaHgapTaMu, IMOSACHCHBI €TI0
OCHOBHBIC CTPYKTYPBbI.

O1eHKa «XOPOIII0Y -aITOPUTM
paspabortan, 0hOpMIIECH B
COOTBETCTBHUU CO CTaHIaPTaMHU
Y COOTBETCTBYET 3a/IaHUIO,
MOSICHEHBI €r0 OCHOBHbBIE

CTPYKTYpBHI.

OreHka «yJ0BJIE€TBOPUTEIHHOY
- QJITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/1aHUIO.

Dk3ameHn/3a4er B popme
cobeceIOBaHN:
MPAKTUIECKOE 3aJaHuE 110
MOCTPOCHHIO aJITOPUTMA B
COOTBETCTBUH C
TEXHUYECKHUM 3aJaHHEM

DKkcrnepTHOE HAOIIOICHUE U
OlIeHKa Ha J1ab0paToOpHO -
NPAKTUYCCKHUX 3aHITUSX, TPH
BBITIOJIHEHUH PaboT 110
y4eOHOM U
MPOU3BOACTBEHHOMN
MPaKTUKaM

3aimuTa OT4ETOB 1O
MPAKTUYCCKUM U
JabopaToOpHBIM paboTam

WuTepnperanus pe3yibTaToB
HaOJr01eHui 3a
JeSITETbHOCTBIO
00yyaromerocs B mporecce
OCBOCHMSI 00pa30BaTEIbHOM
IPOTPaMMBI

OK 01. Beibupath
CHOCOOBI pelIeHus
3a1a4
npodeccCuoHaNBHOM
JIeSTEIbHOCTH
NPUMEHUTEIBHO K
Pa3TUYHBIMU
KOHTEKCTaM

[TonGop BapraHTOB perieHus
KOHKPETHOU
npodeCCUOHAIBHON 3a/1auu
WM IPOOIIeMBbI

OneHka NoJHOTHI EPeYHs
10/100paHHBIX BAPHAHTOB

OK 02. Ucmonp30BaTh
COBpPEMEHHBIE CPECTBA
MOWCKA, aHAJIN3a U
MHTEpIpPETALMHI

JleMOHCTpaIusi HABBIKOB
WCIIOIb30BAHUS
WH(POPMAIIMOHHBIX MTOPTAJIOB B

CCTHU I/IHTCpHCT, BKJIIOYas

O1ieHKa MOJHOTHI EPEYHS
Mo1I00paHHBIX BApUAHTOB
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uHpOpMaLnH, 1
nH(pOpMaIMOHHBIE
TEXHOJIOTUH JUIS
BBITTOJIHEHUS 32144

oduIraTbHbIE
MH(POPMaIMOHHO-TIPABOBHIC
MOPTaTBI

npohecCHOoHABLHOM

JeATEIILHOCTH

OK 03. IlmanupoBarb u | [lemoHcTpauust UHTEpeca K VYyactue B MEPONPUATHAX
peann3oBBIBaTh BBIOpAaHHOM CHENNAIBHOCTH, K | (OJIMMIINA/IBI, KOHKYPCBHI
COOCTBEHHOE WHHOBAIIMOHHBIM TEXHOJIOTHSM | MPO(heCcCHOHAIBHOTO

npoeCCUOHATIBHOE U
JUYHOCTHOE Pa3BUTHE,
IPEANPUHIMATEIECKY IO
JCSITEIIbHOCTD B
npodeCcCuOHATBHON
cdepe, UCTIONIB30BAThH
3HaHUS 110 PABOBOH U
¢uHaHCOBOM
IpaMOTHOCTH B
pa3IMYHBIX KU3HCHHBIX
CUTYAIHSIX

B 00y1acTu MpodeCcCHOHATHHOM
JeSTEIIbHOCTH

MacTepCTBa, CTAXKHUPOBKH U
JIp.), TPOBOJIUMBIX KaK
00pa3oBaTebHBIM
3aBelIeHUEM, TaK U
BEAYIIUMH TIPEATIPUITUIMHI
oTpaciu

OK 04. O¢ddexruBHO
B3aUMO/ICHICTBOBATh U
paboTarh B KOJUIEKTHBE
U KOMaHjie

JleMOHCTpHpOBaTh HaBBIKU
MEXJIMYHOCTHOTO OOIIEHUS C
co0II0ICHUEM OOIEIPUHATHIX
IIPABUJI CO CBEPCTHUKAMHU B
0o0pa3oBarenbHOMN TPYIIIE, C
IIperoiaBaTeN MU BO BpeMs
00yd4eHus1, C pyKOBOJIUTEISIMU
IIPOU3BO/ICTBEHHOM NMPAKTHKH

DKcTepTHOE HAOJIIOICHUE
MOBEJICHUECKUX HABBIKOB B
xoJ1e 00yueHust

OK 05. Ocy1ecTBasiTh
YCTHYIO U TUCbMEHHYIO
KOMMYHHKAITIIO Ha
roCyAapCTBEHHOM
s361Ke Poccniickoi
®denepalyv ¢ yueToMm
0COOCHHOCTEH
COIIMAIIEHOTO U
KYJIBTYPHOT'O KOHTEKCTA

JleMOHCTpaI1si HABBIKOB
IPAaMOTHOM YCTHOU U
MMACBMEHHOW pedn

DKCnepTHOE HAOII0ICHUE
HABBIKOB YCTHOTO H
MMCbMEHHOTO OOIICHUS B
X0JIe 00yUYeHHs

OK 06. IIposBasaTh
IpaXKAaHCKO-
NaTPUOTHYECKYIO
MO3UIIHIO,
JEMOHCTPUPOBATh
OCO3HAHHOE MOBEJICHUE
Ha OCHOBE
TpaULIHOHHBIX
POCCUMCKUX TyXOBHO-
HPAaBCTBEHHBIX
LICHHOCTEH, B TOM
YHCIIE C YYETOM

dopMUpOBaHUE UYBCTBA
MaTpUOTH3MA,
IPa’KJaHCTBEHHOCTH,
YBa)KeHI/ISI K IIaMsiaTu
3ammMTHUKOB OTedecTBa U
nojsuram I'epoes OTevecTna,
3aKOHY U MPABOIOPSIIKY,
YEJIOBEKY TPY/Ia U CTapIIeMy
MOKOJIEHHIO;

B3aMMHOTO YBa)KCHUS,
OEepeKHOTO OTHOIIIEHHUS K

rapMOHU3alun KYJbTYPHOMY HACJICIUIO U
MEXKXHAIIUOHAJIBHBIX U TpaguuusaM
MCKPCIIUTUO3HBIX

VYyacTtue B MEpONPUATHIX
MIaTPUOTHYECKOU
HaIIpaBIECHHOCTH, B
IIPOBEJCHUN BOEHHO-
CIIOPTUBHBIX UTD; y4acTUE B
Iporpammax
AHTUKOPPYILIUOHHOMN
HaIlpaBJIE€HHOCTH
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OTHOLLIEHUH, IPUMEHSATH
CTaHIAPTHI
AHTUKOPPYILIMOHHOIO
MIOBEICHUS

MHOT'OHAaIITUOHAJIBHOI'O HapOI[a
Poccuiickoit denepaiuu;

HETEPIIUMOCTH K
KOpPPYNLIMOHHBIM
MPOSIBICHUSAM

OK 07. ConeiicTBOBaThH

®opmupoBaHuE OEPEKHOTO

DKCTepTHOE HAOJI0ICHUE

COXPaHEHMIO OTHOLLIEHMSI K IPUPOJE U JIEMOHCTpallM{ HaBBIKOB
OKpY>Karollen Cpebl, OKpY’Kalollen cpeze COOJTIO/ICHHSI TTPABHIT
pecypcocOepexeHuto, 9KOJIOTUYECKOM
NPUMEHSTH 3HaHUS 00 0€301acHOCTH B BEICHUHU
U3MEHEHUHU KJIMMara, npodeccuOHATBLHON
HPUHIUITBL JeSITeTTbHOCTH;
OepexIMBOro (dbopMHpOBaHKE HABBIKOB
IIPOU3BO/JICTBA, 3¢ dEKTUBHBIX JIeHCTBUH B
3¢ deKTUBHO Ype3BbIUAHBIX CUTYALMIX
JICCTBOBATH B

Ype3BbIUaiiHbIX

CHUTYAIHSIX

OK 08. Mcnonbs3oBaTh
cpencTBa GU3HIECKOM
KyJbTYPBI AJIs
COXPaHCHHUS U
YKpETIEHUS 3J0POBbS B
nporecce
npodeccuoHanbHOM
JESITCIIBHOCTH |
MOJJIEP>KaHUS
HE00X0JMMOT0 YPOBHS
buznueckoit
MIOJITOTOBJICHHOCTH

dopmupoBaHue 6epeKHOTO
OTHOIIIEHHUS K 3JOPOBBIO

YyacTue B CHIOPTUBHBIX
MEPOINPHUATHSAX, TPOBOJIUMBIX
00pa3oBaTeNbHBIM
YUpPEKICHUEM; BEJICHUE
3JI0pOBOT0 00pa3a >KU3HU

OK 09. ITonp3oBaThCs
npodecCHOHAIbHON
JTOKyMEHTaIuel Ha
rOCY/apCTBEHHOM U
WHOCTPaHHOM SI3bIKaX

JleMoHCTpanus yMeHHs
COCTAaBJIATH TCKCThI
JIOKYMEHTOB, OTHOCSIIIIUXCS K
npodecCuoHaNIbHON
NeSITeNIbHOCTH, Ha
roCy1apCTBEHHOM U
WHOCTPAaHHOM SI3BIKAX

DKcrepTHas OLeHKa
cOOTI0OICHH S TPABUIT
COCTaBJIEHUS IOKYMEHTOB
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S5JIMCT W3MEHEHMHA W JONOJHEHWH, BHECEHHBIX B PABOYYIO

IMPOI'PAMMY

Ne HU3MCHCHUA, JaTa U3MCHCHUSI, Ne CTpaHULBbI C ©SMCHCHUEM

BbILJIO

CTAJIO

OcHoBaHue:

HOILHI/ICI) JIMIa BHECIICTO U3MCHCHU A
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